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Computerized, continuous monitoring environmental early warning systems are
complex networks that merge measurements with the information technology. Accu-
racy, consistency, reliability and data quality are their most important features. Several
effects may disturb their characteristics: hostile environment, unreliable communica-
tions, poor quality of equipment, nonqualified users or service personnel. According
to our experiences, a number of measures should be taken to enhance system perfor-
mances and to maintain them at the desired level.

In the paper, we are presenting an analysis of system requirements, possible distur-
bances and corrective measures that give the main directives for the design, construc-
tion and exploitation of the environmental early warning systems. Procedures which
ensure data integrity and quality are mentioned. Finally, the contemporary system ap-
proach based on the LAN/WAN network topology with Intranet/Internet software is
proposed, together with case descriptions of two already operating systems, based on

computer-network principle.

Key words: environmental monitoring, early warning systems, system velinbility, data quality,
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INTRODUCTION

Environmental early warning systems provide
users with accurate real-time environmental data,
giving also short-term predictions and alerts for pos-
sible alarm situations. The Chernobyl accident
(1986) has proven that the possibility of severe nu-
clear accidents is reality and that transport of pollu-
tion could be long-distance under certain meteoro-
logical conditions. The Chernobyl accident initiated
the development of radiological early warning sys-
tems in several States. Air pollution monitoring sys-
tems, tornado alert systems, and automated seismo-
logic early warnings are other examples of early
warning systems.

Regardless of their use, early warning systems
have a number of common features:
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(1) Their structure is tervitorially distributed. Parts of
the system, usually involving sensors and/or
monitors, are placed at dislocated (could be very
distant) locations over a monitored area. Crite-
ria for the selection of measuring locations are
different, always tending to provide representa-

tive data for the purpose of the system.
(2) Their structure is hierarchically distributed, con-

sisting of measuring instruments/stations that
are connected in a hierarchical order with sub

centers, centers, down to the users.
(3) Dislocated measuring equipment is often in-

stalled at exposed places where it could be af-

tected by:

— poor line power (unstable voltage and/or fre-
quency, voltaget ransients, overvoltage spikes,
power breaks),

— overvoltages on the communication channels
(telephone lines, radio equipment, antennas),

— overvoltages in power, communication and
signal lines, caused by electromagnetic
induction during atmospheric discharges,

— differences in electric potentials through im-
proper grounding (ground loops),

— microclimatic and environmental conditions
(wind, dust, sand, precipitation, humidity,
salt, frost, ezc.), and

— vandalism.
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(4) Systems must provide their data in real time.
When a system has to trigger environmental
alarms (e. g. radiological early warning system),
real time means an immediate response to the
alarm condition. With systems designed primar-
ily to provide historical data, real time could be
understood as data transmission at reasonably
acceptable time intervals (halfan hour, hour, day

..) [1]. Moreover, we could speak of prolonged
real time in cases when systems collect the miss-
ing data from the dislocated measuring points
after communication breaks, maintaining auto-
matically the integrity of the system databases.
Generally, any loss of communication affects the
global system performance [2]. The degree of
system degradation depends on the importance
of data that were lost or received too late.

(5) Environmental monitoring systems are meant
to provide environmental data over long time
periods (years or decades). Therefore, their
global MTBF (mean time between failures)
should be as long, and their MTTR (mean time
to repair) as short as possible. This is not casy to
achieve, having in mind all hazards from para-
graph (3). In practice, this calls for correct sys-
tem design, proper choice of equipment, and
good maintenance by qualified personnel.

(6) Broadly speaking, environmental carly warning
monitoring systems represent very complex
measuring instruments. They must fulfill all re-
quirements for measuring accuracy and repeat-
ability, which can only be ensured by regular
maintenance and calibration of measuring
equipment.

It can be concluded that the operation of com-
puterized environmental early warning systems de-
pends equally on correct operation of all system ele-
ments: Sensors, MONitors, measuring stations, central
computers, communication equipment, and commu-
nication channels. It can easily be understood that
maintaining of such systems in constant operational
state is sometimes a task more complicated than to
procure and install the equipment itself.

DESIGN AND CONSTRUCTION

System designers should be aware that auto-
matic environmental systems are not equal to indus-
trial process systems. Almost every environmental
system 1s unique from the aspect of required measur-
ing equipment and overall system performance. It
must be designed (data collecting, data distribution,
data quality controls, databases, data presentations,
application of models) to fit its specific needs [3].

Early warning networks involve, as already men-
tioned, measuring stations, central units, and data-users.

Data links within the system are the critical part of
the systems. The global system reliability; functionality;
mobility; and operation costs depend on the correct choice
of data transmission media (leased lines, switched tele-

phone network, mobile telephones, radio links, Internet)
and communication equipment. A particular system
could be optimized by simultaneously using different
ways of data transmission, ¢. g. fixed lines for stationary
stations, cellular phone for mobile units, and switched
telephone for accessing remote users. Today, TCP/ID is
more and more used, especially for center-center or cen-
ter-user data transmission.

System reliability

In our system, we have enhanced the reliabil-
1ty of system Feratlon by several measures:

reliability of measuring stations is enhanced by
proper protecting of all power, communication
and signal lines against transients, stabilizing
supply voltages, providing backup power
(UPS), automatically detecting abnormal condi-
tions (high temperature, smoke, intruders ...),
performing watchdog function of operation of
station software, providing proper grounding

and li%htninfg protection, etc., and
- reliability of central units is "achieved through

watchdog circuits, redundant (doubled) equip-
ment, software algorithms that automatically
ensure the integrity of all databases [2] and by
automatic supervisory procedures, integrated in
the software.

Automatic data quality controls

Automatic data quality controls implemented
at our measuring stations and the central units are
additional tools for raising system reliability. They
automatically mark all data that have failed at any of
the control procedures. In principle, this doesn’t
mean explicitly that the marked data are bad, but
rather warns the system operator to check the cause
of control failure.

We are implementing the following data qual-
ity controls:

- controls of physical acceptability of data (data
must lie within the specified, physically accept-
able range. This range can be time or date de-
pendent),

- controls of statistical distribution of data (ex-
tremes should not lie too far from or too close to
the mean value; there are also controls of stan-
dard deviations, distribution of wind directions
over time, efc.), and

- controls of measuring conditions (reference
voltages, power supplies, internal temperatures,
status signals, aspiration, air or water sampling,
etc.).

EARLY WARNING SYSTEMS IN USE

Once constructed and put into operation,
early warning monitoring systems need constant
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maintenance and supervision. Quality of system op-
eration is always greatly dependent on the proper
organization of the maintenance and on the qualifi-
cations and motivations of the maintenance person-
nel. Experience shows that best maintenance could
be achieved by a combination of user’s technical
staff, combined with expert assistance of system in-
tegrator and equipment manufacturers.

User’s technical personnel cannot maintain the
system properly without in-depth training for all sys-
tem elements. Thus, training (and re-training) is an
essential part in planning good system maintenance.

In addition, regular scheduled analysis of sys-
tem operation and preventive technical inspections
of the system is a very good approach to ensure ex-
cellent system operation and avoid trouble in ad-
vance.

TRANSITION TO DISTRIBUTED
SYSTEMS AND TO INTERNET
SOLUTIONS

Most of the existing continuously monitoring
environmental early warning systems are still built
according to the classic, star-topology concept [4].
In practice, this means that measuring stations (rep-
resenting the basic source of data) transmit their in-
formation in sequence to the local sub-centers, cen-
ters, and finally to the end users. Usually, special
transmission media are used, such as leased lines,
switched lines, or radio links. Systems use dedi-
cated software, communication procedures, and hi-
erarchically organized databases.

In the past few years, in our systems we have
used the opposite concept that connects measuring
stations, data-processing computers and informa-
tion-users via local or wide-area computer net-
works. In this case, data transmission paths are the
regular network computer interconnections (often
not directly transparent in WANSs), data transfer is
realized by a standard network file transfer system,
TCPIP or FTP, databases are distributed, and data
can be presented by standard software (such as
Internet browsers).

There are several advantages of this approach.
First, the concept is much more flexible. It is open
so it is easy add new system components (such as
measuring stations, instruments, data processing
and data storing computers and data users) to the
net. Secondly, in a network environment, especially
in wide area networks, (e. g. Internet), there are re-
dundant connections, making the network less sen-
sitive to the loss of communication. Thirdly, since
computers share their resources, databases need not
be multiplied throughout the system. Instead, the
system can maintain virtually unique, but in reality
distributed database, available to all the system

computers. And finally, information can be dissemi-
nated to users by use of modern tools, such as
Internet browsers and multimedia.

In our opinion, real future of data distribution
for environmental information systems lies in the
extensive use of Intranet/Internet environment.
Browser-based data presentations can enable unlim-
ited number of authorized users from all over the
word to access data from the environmental WEB
servers with no need of special software [5]. More-
over, all changes in WEB data presentations are
done ata single location (on a server) and are imme-
diately transparent to any user.

The main disadvantage of Internet informa-
tion system lies in the fact that WWW, as a vast con-
glomerate of servers and diverse communication
links, has so far no global warranty of communica-
tion speed and reliability. If an Internet-type system
is installed in a known and controlled network envi-
ronment (Intranet), its performance is better. If
used globally, it could be seriously affected by
over-traffic or communication breaks, without any
possibility to control or avoid such incidents. Im-
provements towards a guaranteed WWW commu-
nication performance will overcome possible disad-
vantages of purely Internet systems.

EXAMPLES: KRSKO AND
BRESTANICA SYSTEMS

Following modern trends, an Internet based ra-
diological environmental early warning system was
built in the Krsko (Slovenia) Nuclear Power Plant [6].
Software uses scripting procedures, server-generated
active documents and some specialized programs (e. 4.
for wind roses and graphical presentation of data) that
are initialized by a HTML request from the browser
and are executed on the server.

Krsko Nuclear Power Plant environmental
monitoring system consists of four meteorological /
radiological stations and ten additional radiological
monitors. The power-plant station has a 70-m me-
teorological tower with meteorological sensors on
three levels. Central computers, located in the plant,
process collected data transferring them by File
Transfer Protocol (FTP) to the state authorities (fig.
1).

An Internet WEB server is provided for the
fully interactive distribution of Krsko EIS data.
Programs that we have developed for this task are:

- Dedicated C-written programs transferring data
from the Nuclear Power Plant to the Internet
server by FTD. They perform data quality con-
trols and maintain the local database. In addi-
tion, they generate some regularly updated GIF
images for the public information over the
Internet.
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- Internet Server (WWW Publishing Service),
which takes over the Internet distribution of
documents.

Active Server Pages (ASP) providing the
interactivity in normal presentations of data
from the ODBC - linked database. They also
perform some data-analysis (e. g. daily or
monthly data processing, and system perfor-

mance analysis).
Dedicated C-written programs called from the

ASP documents providing special interactive
data presentations (e. 4. graphs or wind profiles).
ASP we selected to generate interactive docu-
ments, since all processing in ASP environment is done
at the server side. Users receive just pure HTML docu-
ments as a response to the supplied input parameters.
In cases when ASP cannot generate the re-
quired response, external programs are called,
started by VBASIC ActiveX component. Their re-
sults are returned to the ASP and passed on to the
Internet server.
Using the scripts and SQL queries ASP docu-
ments can provide most of interactive Internet data

KRSKO

LJUBLJANA

presentations. They are used to present tables of
data for the selected measuring station, parameter,
and time interval. They also make daily and
monthly data reports, as shown in fig. 2.

ASP scripts calculate daily averages for tem-
perature, RH, wind, precipitation and dose rate for
cach day in the month, calculate monthly averages,
and report the percentage of valid, non-valid, and
not transmitted data.

Figure 3 presents the program structure of the
Internet-based information system for the Krsko
Nuclear Power Plant.

Some graphical data presentations, such as
wind roses, interactive graphs, or vertical wind pro-
files, cannot be realized with the ASP scripts only.
They require dedicated programs external to ASP.
These programs must follow the basic Internet re-
quirement for generating proper concurrent re-
sponses to an undefined number of users, each pro-
viding its own input specifications.

In our solution to this problem, each request to
ASP for the special graphical screen generates an
“ini” data file which contains user-supplied input pa-
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Figure 2. ASP generated
response to the request
for data
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rameters and has a unique, randomly generated
name. ASP then start a new version of a dedicated
C-written program (in addition to the possible con-
current versions of the same program, initiated by
some prior requests). ASP pass the name of the “ini”
file to this program which, according to the input pa-
rameters in the “ini” file, extracts the data from the
database, generates the graphic “.gif™ files, and

aborts itself after having returned the control to the
ASD. ASP pass the “.git”™ files as a part of a standard
HTML document to the user that has demanded
them. In the end, both “.ini” and “.git™ files are de-
leted (fig. 4).

An unlimited number of versions of the same
program can run concurrently, each corresponding
to its own user and each working with the unique
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input and output files. System itself takes care of
clearing all files from the memory and aborting it-
self after having completed its task.

Internet system, using the real-time data from
the Krsko NPD, has proven to be an ideal way to in-
teractively distribute the environmental informa-
tion. It’s power lies in its extreme flexibility; ease of
the system maintenance, use of standardized soft-
ware, true interactivity, and global connectivity. Im-
provement of WWW towards the guaranteed com-
munication performance will overcome the main
disadvantages of the present Internet Information
Systems: possible slow response and system unreli-
ability (parameters that are controllable in the
closed Intranet environments).

In 1999, Brestanica (Slovenia) Thermal power
plant Environmental monitoring system has been
constructed. The System consists of an ambient air
pollution station, emission station, hydrological sta-
tion, meteorological station, local central computer
(capable of supplying data to several local users), and a
remote (100 km) data user (Environmental group of
the Electric Power Authorities in Ljubljana).

From the beginning, we planed the system on
all levels to be a real computer network, as schemati-

cally shown on fig. 5. Main system elements are:
ambient air quality (and meteo) station,

- emission station,

- hydrological station,

- meteorological station on the location of
Brestanica TPD,

- data-processing computer inside the TPP,

ENVIRONMENTAL GROUP
OF ELECTRIC POWER
AUTHORITIES,
LJUBLJANA

- computers of local users, and
- remote computer in L]ubl]ana

The network is realized in four different ways:
with the transportable field station, there is a con-
nection through the GSM cellular phone. With the
emission, meteorological, and hydrological sta-
tions, there are optical links. Central data processing
computer and local users are connected to the exist-
ing infrastructure of the plant LAN. With the dis-
tant user in Ljubljana, Internet connection and FTP
transfer are used.

Regardless of different physical ways of inter-
connection, the whole system acts as a unique com-
puter network. There is no specialized data transfer
between the computers. Databases, though located
locally at each measuring point, are globally accessi-
ble from the whole net.

CONCLUSIONS

Planning, designing, constructing and run-
ning the environmental early warning systems is a
complex task. It cannot be compared to the normal,
even distributed, industrial systems. In fact, it can
only be an expert work, based also on practical expe-
rience. For a contemporary information system, ex-
pertise from the past should be combined with the
interdisciplinary knowledge on the latest technolo-
gies comprising sensors, environmental monitors,
computer and communication equipment, net-
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working, and Internet software. With such an ap-
proach, it was possible to build a reliable and quality
operating system of the next generation.
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Maptun JECJAK

AYTOMATCKHN CUCTEMU PAHOTI Y3BYIbUBAIbA 3A 3ANITUTY OKOJ/MHE

Pauynapcku 6a3upaHu CUCTEMH 32 KOHTUHYAaTHU MOHUTOPUHT OKOJIMHE U PAHO y30YHBHUBAE Cy
CIIOXKEeHEe MpesKe Koje MoBe3yjy Mepewa U nHdopmannoHe Texnonoruje. HajsHauajHuja cBojcTBa Cy UM
TaYHOCT, YCKJIaheHOCT, MOY3aHOCT U BaJbaHOCT MofaTaka. Buille unHmIana Moxke NOPEeMETUTH HIXOBE
0ocoOMHE: HEeTOBOJbHA OKOJIMHA, HETOY3AaHe Be3e, JIOII KBAJUTET ONpeMe, HECTPYIHN KOPHUCHUIN HITH
cepBucHa ciayxk6a. Ha ocHoOBy wmckycrBa, TpeGa mpefy3eTd OpojHE Mepe jJa OM ce yHampejgune
nepcopMmaHce CUCTeMa U OfipsKajle Ha XKeJbeHOM HUBOY.

Y oBOM papy, U3II0XKEHa je aHaIn3a CUCTEeMCKIX 3aXTeBa, MOryhux nopemehaja u KOpeKTHUBHUX
Mepa, KOje TIpeficTaBbajy TlIaBHa YIyTCTBA 3a MPOjeKTOBAaE, N3Trpajilby U KOopulrtheme cucteMa paHor
y30ymHBama 3a 3alITUTY OKonuHe. HaBeleH! cy MOCTYNIU KOjU OCUTYpPaBajy MHTETPUTET U KBAJTUTET
nopaTaka. [IpenoxeH je caBpeMeHH CUCTEMCKH IPUCTyI 3acHoBaH Ha JIAH/BAH MpexHOj Tononoruju
ca MaTpanetr/MIHTepHET CO(TBEPOM, 3aje[JHO Ca ONMUCOM JIBa CHCTEeMa KOjH Cy 3aCHOBAHM Ha MPUHIIUAIY
padyHapcKuX Mpexa, a Hajase ce y pafgy.



