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Com put er ized, con tin u ous mon i tor ing en vi ron men tal early warn ing sys tems are
com plex net works that merge mea sure ments with the in for ma tion tech nol ogy. Ac cu -
racy, con sis tency, re li abil ity and data qual ity are their most im por tant fea tures. Sev eral
ef fects may dis turb their char ac ter is tics: hos tile en vi ron ment, un re li able com mu ni ca -
tions,  poor qual ity of equip ment, nonqualified us ers or ser vice per son nel. Ac cord ing
to our ex pe ri ences, a num ber of mea sures should be taken to en hance sys tem per for -
mances and to main tain them at the de sired level.
In the pa per, we are pre sent ing an anal y sis of sys tem re quire ments, pos si ble dis tur -
bances and cor rec tive mea sures that give the main di rec tives for the de sign, con struc -
tion and ex ploi ta tion of the en vi ron men tal early warn ing sys tems. Pro ce dures which
en sure data in teg rity and qual ity are men tioned. Finally, the con tem po rary sys tem ap -
proach based on the LAN/WAN net work to pol ogy with Intranet/Internet soft ware is
pro posed, to gether with case de scrip tions of two al ready op er at ing sys tems, based on
com puter-network prin ci ple.
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mon i tor ing net work de sign

IN TRO DUC TION

En vi ron men tal early warn ing sys tems pro vide
us ers with ac cu rate real-time en vi ron men tal data,
giv ing also short-term pre dic tions and alerts for pos -
si ble alarm sit u a tions. The Chernobyl ac ci dent
(1986) has proven that the pos si bil ity of se vere nu -
clear ac ci dents is re al ity and that trans port of pol lu -
tion could be long-distance un der cer tain me te o ro -
log i cal con di tions. The Chernobyl ac ci dent ini ti ated
the de vel op ment of ra dio log i cal early warn ing sys -
tems in sev eral States. Air pol lu tion mon i tor ing sys -
tems, tor nado alert sys tems, and au to mated seis mo -
logic early warn ings are other ex am ples of early
warn ing sys tems.

Re gard less of their use, early warn ing sys tems
have a num ber of com mon fea tures:

(1) Their struc ture is ter ri tori ally dis trib uted. Parts of
the sys tem, usu ally in volv ing sen sors and/or
mon i tors, are placed at dis lo cated (could be very
dis tant) lo ca tions over a mon i tored area. Cri te -
ria for the se lec tion of mea sur ing lo ca tions are
dif fer ent, al ways tend ing to pro vide rep re sen ta -
tive data for the pur pose of the sys tem.

(2) Their struc ture is hi er ar chi cally dis trib uted, con -
sist ing of mea sur ing in stru ments/sta tions that
are con nected in a hi er ar chi cal or der with sub
cen ters, cen ters, down to the us ers.

(3) Dis lo cated mea sur ing equip ment is of ten in -
stalled at ex posed places where it could be af -
fected by:
– poor line power (un sta ble volt age and/or fre- 

quency, voltaget ransients, overvoltage spikes,
power breaks),

– overvoltages on the com mu ni ca tion chan nels
(tele phone lines, ra dio equip ment, an ten nas),

– overvoltages in power, com mu ni ca tion and
sig nal lines, caused by elec tro mag netic
induction dur ing at mo spheric dis charges,

– dif fer ences in elec tric po ten tials through im -
proper ground ing (ground loops),

– microclimatic and en vi ron men tal con di tions
(wind, dust, sand, pre cip i ta tion, hu mid ity,
salt, frost, etc.), and

– vandalism.
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(4) Sys tems must pro vide their data in real time.
When a sys tem has to trig ger en vi ron men tal
alarms (e. g. ra dio log i cal early warn ing sys tem),
real time means an im me di ate re sponse to the
alarm con di tion. With sys tems de signed pri mar -
ily to pro vide his tor i cal data, real time could be
un der stood as data trans mis sion at rea son ably
ac cept able time in ter vals (half an hour, hour, day 
…) [1]. More over, we could speak of  pro longed
real time in cases when sys tems col lect the miss -
ing data from the dis lo cated mea sur ing points
af ter  com mu ni ca tion breaks, main tain ing au to -
mat i cally the in teg rity of the sys tem da ta bases. 
Gen er ally, any loss of com mu ni ca tion af fects the
global sys tem per for mance [2]. The de gree of
sys tem deg ra da tion de pends on the im por tance
of data that were lost or re ceived too late.

(5) En vi ron men tal mon i tor ing sys tems are meant
to pro vide en vi ron men tal data over long time
pe ri ods (years or de cades). There fore, their
global MTBF (mean time be tween fail ures)
should be as long, and their MTTR (mean time
to re pair) as short as pos si ble. This is not easy to
achieve, hav ing in mind all haz ards from  para -
graph (3). In prac tice, this calls for cor rect sys -
tem de sign, proper choice of equip ment, and
good main te nance by qual i fied per son nel.

(6) Broadly speak ing, en vi ron men tal early warn ing
mon i tor ing sys tems rep re sent very com plex
mea sur ing in stru ments. They must ful fill all re -
quire ments for mea sur ing ac cu racy and re peat -
abil ity, which can only be en sured by reg u lar
main te nance and cal i bra tion of mea sur ing
equip ment.

It can be con cluded that the op er a tion of com -
put er ized en vi ron men tal early warn ing sys tems de -
pends equally on cor rect op er a tion of all sys tem el e -
ments: sen sors, mon i tors, mea sur ing sta tions, cen tral
com put ers, com mu ni ca tion equip ment, and com mu -
ni ca tion chan nels. It can eas ily be un der stood that
main tain ing of such sys tems in con stant op er a tional
state is some times a task more com pli cated than to
pro cure and in stall the equip ment it self.

DE SIGN AND CONSTRUCTION 

Sys tem de sign ers should be aware that au to -
matic en vi ron men tal sys tems are not equal to in dus -
trial pro cess sys tems.  Al most ev ery en vi ron men tal
sys tem is unique from the as pect of re quired mea sur -
ing equip ment and over all sys tem per for mance. It
must be de signed (data col lect ing, data dis tri bu tion,
data qual ity con trols, da ta bases, data pre sen ta tions,
ap pli ca tion of mod els) to fit its spe cific needs [3].

Early warn ing net works in volve, as al ready men -
tioned, mea sur ing sta tions, cen tral units, and data-users.

Data links within the sys tem are the crit i cal part of
the sys tems. The global sys tem re li abil ity, func tion al ity,
mo bil ity, and op er a tion costs de pend on the cor rect choice 
of data trans mis sion me dia (leased lines, switched tele -

phone net work, mo bile tele phones, ra dio links, Internet)
and com mu ni ca tion equip ment. A par tic u lar sys tem
could be op ti mized by si mul ta neously us ing dif fer ent
ways of data trans mis sion, e. g. fixed lines for sta tion ary
sta tions, cel lu lar phone for mo bile units, and switched
tele phone for ac cess ing re mote us ers. To day, TCP/IP is
more and more used, es pe cially for cen ter-center or cen -
ter-user data trans mis sion.

Sys tem re li abil ity

In our sys tem, we have en hanced the re li abil -
ity of sys tem op er a tion by sev eral mea sures:
– re li abil ity of mea sur ing sta tions is en hanced by

proper pro tect ing of all power, com mu ni ca tion
and sig nal lines against tran sients, sta bi liz ing
sup ply volt ages, pro vid ing backup power
(UPS), au to mat i cally de tect ing ab nor mal con di -
tions (high tem per a ture, smoke, in trud ers …),
per form ing watch dog func tion of op er a tion of
sta tion soft ware, pro vid ing proper ground ing
and light ning pro tec tion, etc., and

– re li abil ity of cen tral units is achieved through
watch dog cir cuits, re dun dant (dou bled) equip -
ment, soft ware al go rithms that au to mat i cally
en sure the in teg rity of all da ta bases [2] and by
au to matic su per vi sory pro ce dures, in te grated in
the soft ware.

Au to matic data qual ity con trols

Au to matic data qual ity con trols im ple mented
at our mea sur ing sta tions and the cen tral units are
ad di tional tools for rais ing sys tem re li abil ity.  They
au to mat i cally mark all data that have failed at any of
the con trol pro ce dures. In prin ci ple, this does n’t
mean ex plic itly that the marked data are bad, but
rather warns the sys tem op er a tor to check the cause
of con trol fail ure.

 We are im ple ment ing the fol low ing data qual -
ity con trols:
– con trols of phys i cal ac cept abil ity of data (data

must lie within the spec i fied, phys i cally ac cept -
able range. This range can be time or date de -
pend ent),

– con trols of sta tis ti cal dis tri bu tion of data (ex -
tremes should not lie too far from or too close to
the mean value; there are also con trols of stan -
dard de vi a tions, dis tri bu tion of wind di rec tions
over time, etc.), and

– con trols of mea sur ing con di tions (ref er ence
volt ages, power sup plies, in ter nal tem per a tures,
sta tus sig nals, as pi ra tion, air or wa ter sam pling,
etc.).

EARLY WARN ING SYS TEMS IN USE

Once con structed and put into op er a tion,
early warn ing mon i tor ing sys tems need con stant
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main te nance and su per vi sion. Qual ity of sys tem op -
er a tion is al ways greatly de pend ent on the proper
or ga ni za tion of the main te nance and on the qual i fi -
ca tions and mo ti va tions of the main te nance per son -
nel. Ex pe ri ence shows that best main te nance could
be achieved by a com bi na tion of user’s tech ni cal
staff, com bined with ex pert as sis tance of sys tem in -
te gra tor and equip ment man u fac tur ers.

User’s tech ni cal per son nel can not main tain the
sys tem prop erly with out in-depth train ing for all sys -
tem el e ments. Thus, train ing (and re-training) is an
es sen tial part in plan ning good sys tem main te nance.

In ad di tion, reg u lar sched uled anal y sis of sys -
tem op er a tion and pre ven tive tech ni cal in spec tions
of the sys tem is a very good ap proach to en sure ex -
cel lent sys tem op er a tion and avoid trou ble in ad -
vance. 

TRAN SI TION TO DIS TRIB UTED
SYS TEMS AND TO INTERNET
SO LU TIONS

Most of the ex ist ing con tin u ously mon i tor ing
en vi ron men tal early warn ing sys tems are still built
ac cord ing to the clas sic, star-to pol ogy con cept [4].
In prac tice, this means that mea sur ing sta tions (rep -
re sent ing the ba sic source of data) trans mit their in -
for ma tion in se quence to the lo cal sub-cen ters, cen -
ters, and fi nally to the end us ers. Usu ally, spe cial
trans mis sion me dia are used, such as leased lines,
switched lines, or ra dio links.  Sys tems use ded i -
cated soft ware, com mu ni ca tion pro ce dures, and hi -
er ar chi cally or ga nized da ta bases.

In the past few years, in our sys tems we have
used the op po site con cept that con nects mea sur ing
sta tions, data-processing com put ers and in for ma -
tion-users via lo cal or wide-area com puter net -
works. In this case, data trans mis sion paths are the
reg u lar net work com puter in ter con nec tions (of ten
not di rectly trans par ent in WANs), data trans fer is
re al ized by a stan dard net work file trans fer sys tem,
TCPIP or FTP, da ta bases are dis trib uted, and data
can be pre sented by stan dard soft ware (such as
Internet brows ers).

There are sev eral ad van tages of this ap proach.
First, the con cept is much more flex i ble. It is open
so it is easy add new sys tem com po nents (such as
mea sur ing sta tions, in stru ments, data pro cess ing
and data stor ing com put ers and data us ers) to the
net. Sec ondly, in a net work en vi ron ment, es pe cially
in wide area net works, (e. g. Internet), there are re -
dun dant con nec tions, mak ing the net work less sen -
si tive to the loss of com mu ni ca tion. Thirdly, since
com put ers share their re sources, da ta bases need not
be mul ti plied through out the sys tem. In stead, the
sys tem can main tain vir tu ally unique, but in re al ity
dis trib uted da ta base, avail able to all the sys tem

com put ers. And fi nally, in for ma tion can be dis sem i -
nated to us ers by use of mod ern tools, such as
Internet brows ers and mul ti me dia.

In our opin ion, real fu ture of data dis tri bu tion
for en vi ron men tal in for ma tion sys tems lies in the
ex ten sive use of Intranet/Internet en vi ron ment.
Browser-based data pre sen ta tions can en able un lim -
ited num ber of au tho rized us ers from all over the
word to ac cess data from the en vi ron men tal WEB
serv ers with no need of spe cial soft ware [5]. More -
over, all changes in WEB data pre sen ta tions are
done at a sin gle lo ca tion (on a server) and are im me -
di ately trans par ent to any user.

The main dis ad van tage of Internet in for ma -
tion sys tem lies in the fact that WWW, as a vast con -
glom er ate of serv ers and di verse com mu ni ca tion
links, has so far no global war ranty of com mu ni ca -
tion speed and re li abil ity. If an Internet-type sys tem
is in stalled in a known and con trolled net work en vi -
ron ment (Intranet), its per for mance is better. If
used glob ally, it could be se ri ously af fected by
over-traffic or com mu ni ca tion breaks, with out any
pos si bil ity to con trol or avoid such in ci dents. Im -
prove ments to wards a guar an teed WWW com mu -
ni ca tion per for mance will over come pos si ble dis ad -
van tages of purely Internet sys tems.

EX AM PLES: KRŠKO AND
BRESTANICA SYS TEMS

Fol low ing mod ern trends, an Internet based ra -
dio log i cal en vi ron men tal early warn ing sys tem was
built in the Kr{ko (Slovenia) Nu clear Power Plant [6].
Soft ware uses script ing pro ce dures, server-gen er ated
ac tive doc u ments and some spe cial ized pro grams (e. g.
for wind roses and graph i cal pre sen ta tion of data) that
are in i tial ized by a HTML re quest from the browser
and are ex e cuted on the server.

Krško Nu clear Power Plant en vi ron men tal
mon i tor ing sys tem con sists of four me te o ro log i cal / 
ra dio log i cal sta tions and ten ad di tional ra dio log i cal
mon i tors. The power-plant sta tion has a 70-m me -
te o ro log i cal tower with me te o ro log i cal sen sors on
three lev els. Cen tral com put ers, lo cated in the plant, 
pro cess col lected data trans fer ring them by File
Trans fer Pro to col (FTP) to the state au thor i ties (fig. 
1).

An Internet WEB server is pro vided for the
fully in ter ac tive dis tri bu tion of Krško EIS data. 
Pro grams that we have de vel oped for this task are:

– Ded i cated C-written pro grams trans fer ring data
from the Nu clear Power Plant to the Internet
server by FTP. They per form data qual ity con -
trols and main tain the lo cal da ta base. In ad di -
tion, they gen er ate some reg u larly up dated GIF
im ages for the pub lic in for ma tion over the
Internet.
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– Internet Server (WWW Pub lishing Ser vice),
which takes over the Internet dis tri bu tion of
doc u ments.

– Ac tive Server Pages (ASP) pro vid ing the
interactivity in nor mal pre sen ta tions of data
from the ODBC – linked da ta base. They also
per form some data-analysis (e. g. daily or
monthly data pro cess ing, and sys tem per for -
mance anal y sis).

– Ded i cated C-written pro grams called from the
ASP doc u ments pro vid ing spe cial in ter ac tive
data pre sen ta tions (e. g. graphs or wind pro files).

ASP we se lected to gen er ate in ter ac tive doc u -

ments, since all pro cess ing in ASP en vi ron ment is done

at the server side. Users re ceive just pure HTML doc u -

ments as a re sponse to the sup plied in put pa ram e ters.
In cases when ASP can not gen er ate the re -

quired re sponse, ex ter nal pro grams are called,
started by VBASIC ActiveX com po nent. Their re -
sults are re turned to the ASP and passed on to the
Internet server.

Using the scripts and SQL que ries ASP doc u -
ments can pro vide most of in ter ac tive Internet data

pre sen ta tions. They are used to pres ent ta bles of
data for the se lected mea sur ing sta tion, pa ram e ter,
and time in ter val. They also make daily and
monthly data re ports, as shown in fig. 2.

ASP scripts cal cu late daily av er ages for tem -
per a ture, RH, wind, pre cip i ta tion and dose rate for
each day in the month, cal cu late monthly av er ages,
and re port the per cent age of valid, non-valid, and
not trans mit ted data.

Fig ure 3 pres ents the pro gram struc ture of the
Internet-based in for ma tion sys tem for the Krško
Nu clear Power Plant.

Some graph i cal data pre sen ta tions, such as
wind roses, in ter ac tive graphs, or ver ti cal wind pro -
files, can not be re al ized with the ASP scripts only.
They  re quire ded i cated pro grams ex ter nal to ASP.
These pro grams must fol low the ba sic Internet re -
quire ment for gen er at ing proper con cur rent re -
sponses to an un de fined num ber of us ers, each pro -
vid ing its own in put spec i fi ca tions.

In our so lu tion to this prob lem, each re quest to
ASP for the spe cial graph i cal screen gen er ates an
“ini” data file which con tains user-supplied in put pa -

 M. Lesjak: Au to matic Early Warn ing Sys tems for the En vi ron ment                                                                                                 47

Fig ure 1. Krško NPP
early warn ing sys tem

Fig ure 2. ASP gen er ated
re sponse to the re quest
for data



ram e ters and has a unique, ran domly gen er ated
name. ASP then start a new ver sion of a ded i cated
C-written pro gram (in ad di tion to the pos si ble con -
cur rent ver sions of the same pro gram, ini ti ated by
some prior re quests). ASP pass the name of the “ini”
file to this pro gram which, ac cord ing to the in put pa -
ram e ters in the “ini” file, ex tracts the data from the
da ta base, gen er ates the graphic “.gif ” files, and

aborts it self af ter hav ing re turned the con trol to the
ASP. ASP pass the “.gif ” files as a part of a stan dard
HTML doc u ment to the user that has de manded
them. In the end, both  “.ini” and “.gif ” files are de -
leted (fig. 4).

An un lim ited num ber of ver sions of the same
pro gram can run con cur rently, each cor re spond ing
to its own user and each work ing with the unique
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Fig ure 3. Struc ture of pro grams
within Internet in for ma tion
sys tem of Kr{ko NPP

Fig ure 4. Gen er ating ded i cated
graph i cal out puts by ex ter nal
pro grams in con junc tion with
ASP (ex am ple: wind rose)



in put and out put files. Sys tem it self takes care of
clear ing all files from the mem ory and abort ing it -
self af ter hav ing com pleted its task.

Internet sys tem, us ing the real-time data from
the Krško NPP, has proven to be an ideal way to in -
ter ac tively dis trib ute the en vi ron men tal in for ma -
tion.  It’s power lies in its ex treme flex i bil ity, ease of
the sys tem main te nance, use of stan dard ized soft -
ware, true interactivity, and global con nec tiv ity. Im -
prove ment of WWW to wards the guar an teed com -
mu ni ca tion per for mance will over come the main
dis ad van tages of the pres ent Internet In for ma tion
Sys tems: pos si ble slow re sponse and sys tem un re li -
abil ity (pa ram e ters that are con trol la ble in the
closed Intranet en vi ron ments).

In 1999, Brestanica (Slovenia) Ther mal power
plant En vi ron men tal mon i tor ing sys tem has been
con structed. The Sys tem con sists of an am bi ent air
pol lu tion sta tion, emis sion sta tion, hy dro log i cal sta -
tion, me te o ro log i cal sta tion, lo cal cen tral com puter
(ca pa ble of sup ply ing data to sev eral lo cal us ers), and a 
re mote (100 km) data user (En vi ron men tal group of
the Elec tric Power Au thor ities in Ljubljana).

From the be gin ning, we planed the sys tem on
all lev els to be a real com puter net work, as sche mat i -
cally shown on fig. 5. Main sys tem el e ments are:
– am bi ent air qual ity (and meteo) sta tion,
– emis sion sta tion,
– hy dro log i cal sta tion,
– me te o ro log i cal sta tion on the lo ca tion of 

Brestanica TPP,
– data-processing com puter in side the TPP,

– com put ers of lo cal us ers, and
– re mote com puter in Ljubljana.

The net work is re al ized in four dif fer ent ways:
with the trans port able field sta tion, there is a con -
nec tion through the GSM cel lu lar phone. With the
emis sion, me te o ro log i cal, and hy dro log i cal sta -
tions, there are op ti cal links. Cen tral data pro cess ing 
com puter and lo cal us ers are con nected to the ex ist -
ing in fra struc ture of the plant LAN. With the dis -
tant user in Ljubljana, Internet con nec tion and FTP
trans fer are used.

Re gard less of dif fer ent phys i cal ways of in ter -
con nec tion, the whole sys tem acts as a unique com -
puter net work. There is no spe cial ized data trans fer
be tween the com put ers. Da ta bases, though lo cated
lo cally at each mea sur ing point, are glob ally ac ces si -
ble from the whole net. 

CON CLU SIONS

Planning, de sign ing, con struct ing and run -
ning the en vi ron men tal early warn ing sys tems is a
com plex task. It can not be com pared to the nor mal,
even dis trib uted, in dus trial sys tems. In fact, it can
only be an ex pert work, based also on prac ti cal ex pe -
ri ence. For a con tem po rary in for ma tion sys tem, ex -
per tise from the past should be com bined with the
in ter dis ci plin ary knowl edge on the lat est tech nol o -
gies com pris ing sen sors, en vi ron men tal mon i tors,
com puter and com mu ni ca tion equip ment, net -
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Fig ure 5. En vi ron men tal
in for ma tion sys tem of the
Brestanica TPP



work ing, and Internet soft ware.  With such an ap -
proach, it was pos si ble to build a re li able and qual ity 
op er at ing sys tem of the next gen er a tion.
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Mar tin  LESJAK

AUTOMATSKI  SISTEMI  RANOG  UZBUWIVAWA  ZA  ZA[TITU  OKOLINE

Ra~unarski bazirani sistemi za kontinualni mon i tor ing okoline i rano uzbuwivawe su
slo`ene mre`e koje povezuju merewa i informacione tehnologije. Najzna~ajnija svojstva su im
ta~nost, uskla|enost, pouzdanost i vaqanost podataka. Vi{e ~inilaca mo`e poremetiti wihove
osobine: nepovoqna okolina, nepouzdane veze, lo{ kvalitet opreme, nestru~ni korisnici ili
servisna slu`ba. Na osnovu iskustva, treba preduzeti brojne mere da bi se unapredile
performanse sistema i odr`ale na `eqenom nivou.

U ovom radu, izlo`ena je analiza sistemskih zahteva, mogu}ih poreme}aja i korektivnih
mera, koje predstavqaju glavna uputstva za projektovawe, izgradwu i kori{}ewe sistema ranog
uzbuwivawa za za{titu okoline. Navedeni su postupci koji osiguravaju integritet i kvalitet
podataka. Predlo`en je savremeni sistemski pristup zasnovan na LAN/VAN mre`noj topologiji
sa Intranet/Internet softverom, zajedno sa opisom dva sistema koji su zasnovani na principu
ra~unarskih mre`a, a nalaze se u radu.


