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The aim of this paper is applying statistical laws and enlargement law to determine a redun-
dancy level of nanotechnology computers with a pre-given statistical confidence. We have
tested radiation hardness of MOS memory components (commercial EPROM memory) us-
ing both Monte Carlo simulation method and experimental procedure. Then, by using the
statistical enlargement law, we have performed the analysis of redundancy optimization of
MOS structure for nanotechnology computers, under the influence of background radiation,

and obtained more than satisfying results.
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INTRODUCTION

A higher level of miniaturisation of electronic
components, with an increased electromagnetic con-
tamination of the environment and always present sec-
ondary cosmic radiation, significantly reduce the reli-
ability of work of such components. This is especially
visible in manufacturing nanotechnology computers.
As any solution which implies shielding would make
miniaturization meaningless, it is thus inappropriate. In
practice, there is a tendency to apply redundancy of
memory and other systems. However, redundancy in
nanotechnology, besides a low price, has an issue of a
significant cost increase in terms of energy consump-
tion, both active one and energy needed for cooling. For
this reason, it is necessary to optimise redundancy level,
to achieve maximum reliability of nanotechnology
computers.

This is the very aim of the paper, i. e. by applying
statistical laws and enlargement law, to determine a re-
dundancy level of nanotechnology computers, with a
pre-given statistical confidence [1-5].

In the centers of stars, there are huge amounts of
high-energy subatomic particles. In some cases, these
processes create an extremely strong electromagnetic
radiation. In this way, the intergalactic space is filled
with photons and all types of mass particles, and it can
be considered as dense plasma (because of huge
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mega-galactic distances). Most mass particles are pro-
tons with energies significantly higher than energies
generated in the most powerful accelerators. When
these highly energetic rays from cosmos (so-called a
primary cosmic radiation) reach the atmosphere, they
collide with the nuclei of atmospheric air molecules
and create a number of different particles (so-called a
secondary cosmic radiation). In this way, the real
showers of subatomic particles originate [5].

These showers of the secondary cosmic radia-
tion influence all electronic components. This influ-
ence is higher if a level of miniaturisation of the ob-
served component is higher. In this paper, a special
attention shall be given to MOS memory components
[Appendix].

Since the characteristics of most MOS devices
depend significantly on the lifetime of minority carri-
ers, they are relatively insensitive to displacement
damages, caused by displacing atoms from the lattice.
Although it is possible to notice an increase of leaking
current in interfaces of radiated MOS transistors, and
also certainly displaced atoms' influences during the
individual ions passing through MOS structures of
small dimensions, generally, displacement damages
within MOS are of a secondary importance. While ex-
posing MOS structure to the ionizing radiation, the
most significant change causes ionization in oxide
(Si0,) and in the semiconductor (S;). The width of the
energy gap of silicon dioxide and silicone is 9 eV and
1.1 eV, respectively. In nano-layered MOS structure,
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ionization generated electron-hole pairs lead to a noise
that is significantly higher (several orders of magni-
tude) than a useful signal [7-9].

THE STATISTICAL ENLARGEMENT LAW

Content disturbance in a semiconductor memory
as aresult of background radiation happens due to ion-
ization of a semiconductor or insulation structure.
Since it is a random process, it is described by a distri-
bution function of the appropriate variable. However,
if the observed structures are big (i. e., made of a large
number of redundant identical memories), the distur-
bance of the content can be developed in parallel, both
in space and time. For practical reasons, in that case,
there is a tendency of determining a distribution func-
tion of the appropriate variable of an individual mem-
ory, and the final statistics of the reliability of the entire
memory system is derived based on the enlargement
law [10-13].

The statistical enlargement law represents a
practical implementation of the multiplication law for
independent variables. Of course, within it, it is neces-
sary to adopt a mutual independence of ionization ef-
fects in individual memories. In a case of multi-redun-
dant structures of nanocomputers, this assumption is
justified, where the ionization effects on components
that are physically close must be neglected. If p, is a
probability that a background radiation leads to ion-
ization within one memory unit of a redundant mem-
ory system, the probability of a content error in the en-
tire memory system is

Py =1-(=p))" (1)

By switching from discrete probabilities to cu-
mulative distribution function F (x), the expression (1)
becomes

Fp(x)=1-[1-F (x)]" 2

Since background radiation belongs to rare pro-
cesses, the most appropriate to them is Student's distri-
bution [ 14] (a symmetric distribution, very similar to a
normal distribution). By applying Student's distribu-
tion into the enlargement law (2), we can not have a
complete solution of the problem, since these created
distribution functions of enlarged systems that do not
belong to Student's distribution, although the begin-
ning distribution does. It is shown that with a higher
level of enlargement the distribution function F,(x)
converges to double-exponential distribution (i. e., the
distribution of extreme values, and it has for a conse-
quence curvature of distribution functions of enlarge-
ment systems on the Student's distribution probability
paper) [14-16].

By using Scrader's monogram based on the stan-
dard Student's distribution, the characteristic quantile

Xyp can be determined for the enlargement up to 104,

Table 1. Factors a and b for the approximation of
distribution function of enlarged structures with
Student's distribution with eq. (4a) and (4b)

Enlargement factor | 1 10 10° 10° 10
Factor a 0 1.54 | 250 | 325 | 3.85
Factor b 1 0.59 | 043 | 043 | 0.30

Relative decrease of quantile Ax /o, in the monogram
directly gives, for the beginning distribution with pa-
rameters x; and o, and quantile x,,, the required
quantile of the enlarged distribution

Axp 3)
Xy =X, —| — O
p Ip o 1

1

However, if a distribution function of an en-
larged system obtained dot by dot by using the eq. (3)
is replaced by the Student's distribution, then with fac-
tors @ and b (tab. 1), and parameters of the beginning
distribution i, and o, ityields

Hy =H —ao, (4a)

o, =bo, (4b)

EXPERIMENT

In the experimental part of the work, real and nu-
meric experiments were performed.

During real experiments, semiconductor MOS
structures were exposed to a gamma source ®°Co. The
change in memory chips as a result of absorbed dose
was observed. The tests were performed on erasable
programmable read only memory (EPROM) memory
samples. Only the influence of y radiation onto their
functionality was tested. The effect of atom displace-
ment was not treated since it was negligible compared
to the effect of the creation of free electrons and elec-
tron-hole pairs, including also surface traps [17-19].
A combined uncertainty of measurement was less than
5% [20-22].

During numeric experiments, Monte Carlo sim-
ulation method was applied to simulate the interaction
between direct ionizing radiation (proton, alpha parti-
cles, and light ions) and the insulating layer of MOS
structure. The trajectory of a particle passing through
the material and distribution of stopped particles
within a target were simulated. The programme SRIM
2008 was used. The target depth of the model was from
0to 100 A (1 A =1-10"°m).

RESULTS AND DISCUSSION

Figures 1-4 show the average differential and
cumulative changes in number of errors in tested sam-
ples depending on the absorbed dose.

Based on the results shown in figs. 1-4, it was ob-
served that with the increase of a dose, there is also the
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Figure 1. The average relative change in number of
errors in irradiated EPROM samples (NM27C010)
vs. the absorbed dose; (a) differential, (b) cumulative
(Nior = 1048 576 bit, Ny = 0)

increase in a number of errors in memory samples. For
this reason, with the increase of the dose, there is a de-
crease of the functionality of EPROM components.
The changes in EPROM components are reversible.

The main effect of a ®°Co gamma irradiation is
the generation of electron-hole pairs in SiO, gate insu-
lator. The number of generated electron-hole pairs de-
pends from the absorbed dose of the gamma radiation,
material characteristics and available volume. A part
of electron-hole pairs is recombined. What portion of
generated pairs is to be recombined depends on the
power of electric field in the irradiated oxide; as the
field is higher, the higher is the number of pairs to
avoid recombination. The rest of the electrons are sig-
nificantly more mobile than holes in SiO,. For this rea-
son, under the effect of the applied voltage at the gate
electrons quickly leave the insulator oxide. On the
other side, relatively immobile holes are trapped in the
oxide or drift under the influence of the electrical field
towards floating gate (FG). They contribute to the for-
mation of a positive charge of the oxide. A part of holes
which is not trapped in the oxide is integrated within
FG and reduces the number of electrons in it, thus re-
ducing the threshold voltage.

Figure 2. The average relative change in the number of
errors in reprogrammed and again irradiated EPROM
samples (NM27C010) vs. the absorbed dose; (a)
differential, (b) cumulative (N = 1048 576 bit, N, = 0)

Infig. 5 the results obtained by Monte Carlo sim-
ulation of the interaction between charged particles
(protons, alpha particles and lightweight ions), and the
insulating layer of MOS structure are shown.

Based on the results shown in fig. 5, it can be no-
ticed that a significant part of ionization energy is de-
posited in the displacement of atoms. This effect hap-
pens in big target depths, under the influence of Brag's
effect [23] of the incident set.

By analyzing results shown in figs. 1-5, and with
the application of the linear similarity law for interac-
tion of electromagnetic and particle radiation [24-26],
we conclude that one MOS structure, of dimensions
10 nm, which is exposed to the effects of the back-
ground radiation (gamma radiation, protons, alpha
particles and lightweight ions), would have a proba-
bility of 99 % to contain a wrong data. It means that
nanocomputers would be impossible for application in
real conditions. Because of this, the idea of making
nanocomputers with individual integrated compo-
nents was abandoned, but instead, nanostructures
were constructed where the components of these
structures are redundant (in series and parallel). Based
on such components, the information is retrieved only
with a certain probability. Depending on the result ap-
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Figure 3. The average relative change in number of
errors in radiated EPROM samples (NM27C512) vs. the
absorbed dose; (a) differential, (b) cumulative

(Viot = 512 bit, Ny = 0), (c¢) the corresponding standard
deviations of results

plication, the probability can be smaller or higher (de-
pending on a redundancy level). Of course, although
nanocomponents are very cheap, the number of redun-
dant components must be minimized in order to mini-
mize the power required for computer operation and

Figure 4. The average change in number of errors in
reprogrammed and again irradiated EPROM samples
(NM27C512) vs. the absorbed dose; (a) differential,

(b) cumulative (N = 512 bit, Ny = 0),

(c) the corresponding standard deviations of results

cooling. The aim of this paper is, by applying the sta-
tistical enlargement law, to develop an algorithm that
will establish a linear correlation between redundancy
level of memory components and a corresponding sta-
tistical confidence of conclusion.
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Figure 5. The simulation of 50 keV protons passing
through 0.5 pm thick layer of SiO, (500 events);

(a) trajectory of photons in xOy plane, (b) distribution of
stopped protons along the oxide depth

The application of the statistical enlargement
law to determine a redundancy level of
nanoelectronic MOS memory structures with
a corresponding statistical confidence of
conclusion

In the case of a parallel connection of discrete,
independent MOS memories implemented in nano-
technology, the enlargement factor is one-dimensional
and equal to the number of used memories. Such dis-
crete memory allows an easier access to a computer.

In the aforementioned conditions of a small pro-
bability of damage in all memories, the following is
valid [27-29]

©)
(6)

1
JZTIRSS ;; P =npy

F, (x)=nF, (x)in range <<—1
n

Dot by dot estimation can be represented like in
fig. 6, and from it we can gain a probability (p,) that
some of memories have wrong information in the case
of n < 10* parallel connected elements, for the given
probability that one memory structure have a probabil-
ity of p; to contain wrong information. The probability
P, s related to the entire structure and it characterises
unreliability of information in any element, i. e. in
more elements simultaneously.

Firstly, the application of expressions (5) and (6)
allows conversion from one element to the distribution
function n of parallel elements. The enlargement law,
based on Student's distribution, gives a satisfying so-
lution to the given problem. The application is also
possible in the case of double-exponential distribu-
tion, and for one element /| (x) in the distribution
function of n parallel elements, it yields

Probability of error in one memory component
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Figure 6. The probability of breakdown and enlargement factor for identical parallel elements
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P :l_nl_pn (7)

Fy(x)=1-%1-F (x) ®)

In practice, for determining a correlation be-
tween redundancy level and statistical reliability of
memory recordings, the expressions (5) and (6) or (7)
and (8) are equally used, (depending on the needed sta-
tistical reliability).

By reconsidering the given example, with the
enlargement factor of # = 10000 and a probability that
the individual nanotechnologically manufactured
MOS memory device has a probability of wrong data
caused by background radiation of 0.005, then the
probability for the wrong data occurrence in the entire
memory device will be 0.05-100007, i. e. if we as-
sume that 100 individual nanotechnology MOS de-
vices have the same probability of having wrong con-
tent, then the information from a redundant device is
0.000005 statistically reliable. In standard conditions,
this is a satisfying reliability of conclusion.

CONCLUSION

In this paper, we analyzed the issue of optimiz-
ing redundancy procedure of MOS structure for
nanotechnology computers, under the influence of
background radiation, with a satisfying statistical un-
certainty. It is shown that in the case of identical redun-
dant components, the statistical enlargement law gives
more than satisfying results.

APPENDIX

Memories in digital systems represent compo-
nents where you can store and from which you can
read information. Today, it is feasible to make memory
components where it is possible to store all written
texts in the world. During a digital information pro-
cessing, they have a task to accept and permanently
store binary information, so as they can be reused after
the desired time period.

From a logical viewpoint, memory is organised
as a matrix cell, where, in one cell, you can store one
bit of information. The cells are grouped in rows of a
matrix.

Every row in a matrix memory field has its own
address used to address the location when write or read
operations are performed. Each row of the matrix in
fig. A.1. has 16 bits.

Depending on a medium the information is
stored, the most often used memory types are a semi-
conductor, magnetic and optical memories. Magnetic
and optical memories are mostly used for storing a
large number of digital information. Write and read
time of these memories is relatively long due to neces-

Memory organization:

— Contents 44
Location T
addresses 0 0l 1] olotof1fofofof1i1]1fof1io]o
w
2 \
. - One memory
. b cell
N Memory
.
N-1 ]

Memory array — capacity Nx 16

Figure A.1. Matrix memory organization

sary mechanical movements of a disk or tape. Mag-
netic and optical memories belong to the class of
non-volatile memories since the information remains
stored even when the power is turned off.

Semiconductor memories can be static and dy-
namic. The information in static memory remains
stored until the power is on. For the information to re-
main stored in dynamic memory, it is necessary to re-
fresh the content periodically (memory refresh), other-
wise, the information is lost. Lately, there has been a
significant development of semiconductor memories
[30]. They became, due to their lower price, a huge
package density, speed and organization benefits, the
most significant memory medium for installation
within computer systems and other digital devices.

There are two basic types of semiconductor
memories. The first type is semiconductor memory
where the information can be written to and read from
in a random moment-random access memory (RAM).
The term random access should denote that the time
required for write or read operation for RAM memory
is independent of the address of stored data. The infor-
mation in semiconductor RAM memories is lost as
soon as the power is turned off (so-called volatile
memory), so it serves only for temporary data storage
while a computer is powered. The second type is read
only memory (ROM), where write and read operations
are different, both physically and in terms of time.
These memories are non-volatile and they serve to
keep system programmes in computers, which have to
be constantly available and which are not expected to
change often, during computer exploitation.

Besides speed, an extremely important charac-
teristic of each memory is the memory capacity. The
memory capacity is expressed in the number of bits, or
most often in the number of words, but with the note of
how many bits each word contains. It is desirable for a
memory to have a higher capacity. The memory capac-
ity moves in a very wide range, depending on memory
purpose.

Higher units for expressing memory capacity are:
1 byte (B) = 23 = 8 bits, 1 kilobyte (kB) = 2!° =1024
bytes, 1 megabyte (MB) =220 =1048576 bytes, 1 giga-
byte (GB)= 230 =1073741824 bytes. Of course, there
are larger units, such as terabyte (1024 gigabytes),
petabytes (1024 terabytes) and so on.
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ROM memory is one with a constant content
where the information is being stored using a special
procedure, and when the content is stored, the memory
can only be read. These are non-volatile memories for
general purpose and they are used for following appli-
cations: generating binary words, number conversion,
generating different functions, and so on. The most
important application of ROM memories is to serve as
permanent memories in computers. The data stored in
ROM are always there, regardless of power. An inte-
grated circuit of ROM memory can be taken out from
computers for a longer time period and then be re-
turned again, and the data will still be in it. For this,
ROM belongs to the group of non-volatile memories.
The very fact that ROM content cannot be easily
changed, gives a certain level of safety against acci-
dental changes of its content.

ROM is most often used to store system
programmes we want to have available to a computer,
at any time. The best example is a system ROM BIOS
programme that is stored in a special ROM, in the
computer motherboard. It means the programme is
available when power is turned on, and the computer
can use it to start the operating system. There are sev-
eral types of ROM memories whose content can be
changed under certain conditions. They can be called
“the memory mostly used for reading” (Read-Mostly
Memory).

Mask ROM is a memory whose content is writ-
ten in a factory, during a manufacturing process and it
cannot be later deleted and rewritten. They are manu-
factured with a similar technological procedure as mi-
croprocessors. They are used for programmes that are
produced massively and they do not change often.

Figure A.2. shows the memory that represents a
convertor from the binary code to Grey's code, and

Address line
Decoder W Data
3/8 W, “1:_“— line
A— S, i S
WS
Aj—d 3, W, e
A s w, e
A S %
WP
7 ]
w
— ey

-|I—Ii{fgf

.
D2 Dl DO

Figure A.2. The example of memory with a content
written during a manufacturing process; a converter
from a binary code to Grey's code

I|I/D D

Figure A.3. The cell of ROM memory realised in NOR
logic with NMOS transistors

whose matrix field is implemented in diode OR logic.
When the input address signals are 4,4,4,= 000, then
the only output signal ¥} is equal to 1, and all others
from W, to W5 are 0. When address W, is not through
diode physically connected to either of data lines, the
output code willbe D,D D, =000.1f4,4,4,=111, the
last address line is then W, = 1, and the ROM output
code is now D,D D, = 100. Thus, the binary code is at
the input, and at the output of ROM is Grey's code.
Instead of using diode OR logic for defining
ROM content, bipolar transistors or MOSFET transis-
tors can be used. Figure A.3 shows a cell of ROM with
NMOS transistors whose matrix field cells are imple-
mented in NOR logic. If the address line, which is con-
nected to gate, is at logic level 1, N MOSFET channel
conducts electricity, and thus, leads the data line into 0.
If the address line is not 1, N channel does not conduct
and the data line is on VDD, i. e. logic 1.
Programmable read only memory (PROM) is
programmable ROM memory that can be programmed
by a user itself, per its own needs. A diode PROM
memory is manufactured so that diodes are placed on
every cell of matrix field, in series with meltable
Ni-Ch fuses, as it is presented in fig. A.4(a). When the
memory is not programmed, all address lines are via
fuses and diodes connected onto the data line. The user
programmes the memory in a way to cause overheat-

4 L«l{"

(@} ()

Figure A.4. The cell of PROM; (a) with a meltable Ni-Cr
fuse, (b) with a drain of each transistor
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ing and breaking of a fuse, in places where it wants to
be logic 0. Burning is done successively in a way to ad-
dress word by word and to apply a negative impulse on
data line where the diode should be removed. Then,
high current flows through the fuse and diode, thus
burning the fuse and breaking the connection between
the address line and data line.

PROM memory can be made with NMOS tran-
sistors, where fuses are connected in series with a
drain of each transistor fig. A.4(b). This memory is
manufactured in a way that in all places transistors are
placed with fuses, which means that in all memory ad-
dresses the content is logic 0. Programming is done by
burning a fuse, by applying voltage impulse on the ap-
propriate output connector D, with amplitude higher
than Vpp. Of course, addressing is done here gradu-
ally, word by word. Programming of PROM memories
is performed with a special device called PROM pro-
grammer. Using a computer, desired content is written
into the programmer, and then successively all loca-
tions of PROM memory are addressed, and voltage
impulse is applied to burn the appropriate fuses. The
main disadvantage of these memories is a fact that
once written content cannot be changed.

EPROM memories use MOS transistors with the
isolated gate as memory elements (fig. A.5). All transis-
tors in the memory matrix have two gates each. The iso-
lated gate is practically surrounded by ideal insulating
material (Si0,) and with non-isolated gate it represents
a capacitive voltage divider. When the memory is not
programmed, the voltage of logical 1 at the address line
is sufficient to form the channel in MOS transistor via
capacity divider, so the content of all locations is logic
0. Programming of the memory is performed by apply-
ing high voltage (around 25 V) on data and address line
that causes a high drain current. This current creates
huge acceleration of electrons which, due to their
non-destructive movement, cause electrical breakdown

Data
lsolated gate line

Address line

cz B

Y

Unisolated gate

Figure A.5. The cell of EPROM that uses MOS transistor
with the isolated gate as a memory element

of insulation and accumulate on isolated gate. Now, the
isolated gate is at negative potential (around — 5 V),
and the voltage of logical 1 (5 V) at the address line is
not sufficient to form a channel in MOS transistor, and
thus logical 1 is on data line. A programmed memory
does not change its content more than 10 years. If such a
programmed memory is exposed to the effects of ultra-
violet light, in the time period of 20 minutes, the content
is lost since SiO, becomes conductive and electrons
leave the isolated gate. Each chip has a small glass win-
dow installed at the top of the package of ROM mem-
ory, and through it one can see the inner part of a mem-
ory chip. EPROM can be deleted at any time by
applying light to the inner part of the chip, through this
small window, in a chamber with UV light. After this,
chip can be reprogrammed again. Obviously, this is
more useful than a usual PROM, but it still requires a
separate light for deletion.
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Ennn 'h. JOJINMhAHUH, Uppan C. PETAXOBUh

MOHTE KAPJ/IO OIITUMU3AIINJA PEAYHIAHIIMJIE HAHOTEXHOJ/JIOMKUX
KOMIIJYTEPCKUX MEMOPUJA ¥ YCIOBUMA INO3AIUHCKOI' 3PAYEIbA

Lusb oBor paja je mpuMeHa CTaTUCTHUKUX 3aKOHUTOCTH U 3aKOHA opacTa BepoBaTHOhe fa 6u
ce Ofpefuo CTENEH peAyHAAHIUje HAaHOTEXHONOILIKUX padyHapa y3 YHampej 3afaTy CTaTUCTHUKY CH-
rypHoct. ITpBo je ucnurana papujanuona ornopaoct MOC MeMOpHUjcKUX KOMITIOHeHaTa (KOMEPIUjamHuX
EITPOM wmemopuja) momohy cumynanmje MonTe Kapmo MeTooM, Kao M eKCIIEpUMEHTAITHOM TpoIie-
AypoM. 3aTuM je kopullthekeM 3aKOHa opacTa BepoBaTHOhe, ypabeHa aHanu3a onTUMHU3alyje MOCTYIKA
penyupannuje MOC cTpykTypa HAaHOTEXHOJOWIKH M3pabeHuX padyHapa, KOjU Cy U3JIOXKEHH JEjCTBY
[I03aJUHCKOT 3padema, U JOOUjeHU Cy BeoMa 3al0BOJbaBajyhu pe3yaraTu.

Kwvyune peuu: HAHOTWEXHOAOWKA PAYYHAPCKA MeMODU]A, OUIUUMU3AYU]A, peOYHOaHUUja,

Mounine Kapao cumyaayuja, 3pauerse



