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When ver i fy ing the au then tic ity for nu clear war heads dis man tle ment to ward a treaty part -
ner's ob li ga tion, nu clear arms ver i fi ca tion tech nol o gies are crit i cal since only nu clear dis ar ma -
ment trea ties are not suf fi cient to neu tral ize the ex is ten tial threat of nu clear weap ons. In this
work, we pres ent a ver i fi ca tion method com bin ing a nu mer i cal ob server model and phys i cal
en cryp tion tech niques. The per for mance of the method is quan ti fied by Monte Carlo sim u la -
tions with sev eral typ i cal de cep tion sce nar ios. Sim u la tion re sults show this method can ef fi -
ciently com plete iden ti fi ca tion tasks in the pres ence of noise (<5 %) and source-term vari abil -
ity, mean while ex hib it ing high se cu rity against brute-force at tacks which re con struct
de tec tion data by the ex haus tive method.

Key words: non-pro lif er a tion, nu clear arms con trol, en crypted ra di a tion im ag ing,
math e mat i cal ob server model

IN TRO DUC TION

Nu clear arms con trol ver i fi ca tion plays a key
role in non-pro lif er a tion of nu clear weap ons [1-3]. In
the ver i fi ca tion, in spec tors need to make a con fi dent
con clu sion on the au then tic ity of sub mit ted items with
very lim ited in for ma tion about them, and no clas si fied
in for ma tion is ex posed to in spec tors [4]. Ra di a tion im -
ag ing tech nol ogy can ob tain de tailed prop er ties of the
in spected ob ject to eval u ate the char ac ter is tics of nu -
clear weap ons, but mean while, the im ag ing data might 
be used ma li ciously to re con struct con fi den tial in for -
ma tion about the de sign/com po si tion of the tested item 
[5]. To cope with the chal lenge of bal anc ing the
discriminability and se cu rity, ver i fi ca tion tech nol ogy
of en cryp tion from soft ware and hard ware have been
de vel oped [6, 7], for in stance, the trusted ra di a tion
iden ti fi ca tion sys tem and trusted ra di a tion at trib ute
dem on stra tion sys tem de vel oped by Sandia Na tional
Lab o ra tory, which use sim ple pro ces sors to iso late
clas si fied and un clas si fied in for ma tion [8, 9]. How -
ever, com plex anal y ses be hind hard ware also mean
that in spec tors have lim ited con fi dence in the re sults,
and it may still leak sen si tive in for ma tion. 

Al ter na tive meth ods for re duc ing or mod i fy ing
the gen eral hard ware en cryp tion have been de vel oped
by nu mer ous re search groups. Glaser [10] has
preloaded the de tec tor based on the zero-knowl edge

pro to col prin ci ple of in for ma tion the ory. If the ag gre -
gated out put of preloaded data and ob ject data reaches
some pre de ter mined value, it in di cates that the test
items are con sis tent with the dec la ra tion. But the ex ist -
ing zero-knowl edge pro to col meth ods have their com -
plex ity [10-12] and are still ver i fi ca tion tech niques
that use hard ware to pro tect sen si tive in for ma tion. It
needs to set new preload data for the de tec tor in the ex -
is tence of source-term variabilities, such as source
flux change or ir ra di a tion po si tion change. Oth er wise,
it will out put sen si tive in for ma tion to the in spec tors.
Gilbert and Jarman di rectly re duce the data
dimensionality and cryptographically pro cess the
probe data by com pres sive sens ing and hash func tion
[13-15]. Al though they be long to ro bust ver i fi ca tion
tech niques, the sys tem per for mance in the pres ence of
source-item vari abil ity is still not dis cussed. This will
be come a new chal lenge in the ap pli ca tion.

We in tro duce a gamma-ray-based ver i fi ca tion
method us ing a hard ware en cryp tion method and a di -
men sional re duc tion ap proach in the frame work of the
Hotelling ob server (HO) model [16, 17], a math e mat i -
cal ob server model, which can main tain the same ver i fi -
ca tion cri te ria when the source term changes. In this
method, the hard ware data en cryp tion is re al ized via a
ran dom at ten u at ing mask method. The HO model is
used to re duce the di men sion of the en crypted
gamma-ray spa tial in for ma tion and to pro vide a sta tis ti -
cal met ric for judg ing whether the in spected item is a
spoof or real. This method avoids gen er at ing high res o -
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lu tion im ages or re con struct ing spec tral in for ma tion on
the ob ject. Be sides, the ver i fi ca tion con clu sion will not
be af fected by the change of source term thanks to the
HO method. To test the per for mance of this method, nu -
mer i cal sim u la tions are per formed us ing the Geant4
toolkit [18]. We will show that a prop erly de signed HO
en coded im ag ing sys tem can pro vide just such a mea -
sure ment: the mon i tor ing party can be al lowed full ac -
cess to the in stru ment be fore and af ter con fir ma tion.
Ide ally, each de tec tion event would be over writ ten at
the next de tec tion, al low ing sen si tive data to be kept out
of the sys tem.

THE ORY

The HO model is gen er ally used in med i cal im -
ag ing to eval u ate im age qual ity and op ti mize the ra di a -
tion dose [19-21]. It can sim u late a hu man vi sual sys -
tem to ex tract fea ture vec tors and gen er ate sta tis ti cal
de ci sion met rics for de fined tasks [22, 23]. Since the
sim i lar ity be tween se lect ing the le sion area in the ra -
dio graph and war head iden ti fi ca tion, we try to in tro -
duce the HO model into tem plate-com par ing-based
war head iden ti fi ca tion.

In this new method, a ra di a tion mea sure ment pro -
duces a unique data g2 (where g is the en ergy de po si tion
dis tri bu tion af ter nor mal iza tion and con tains the 2-D im -
ag ing in for ma tion) of an in spected item. Since g2 con -
tains sen si tive in for ma tion, we will de lete them as soon
as sta tis ti cal met ric are gen er ated. The value of g2 is com -
pared against an au tho rized tem plate's data g1 to ver ify
whether this in spected item is geo met ri cally and ma te ri -
ally iden ti cal with the tem plate in terms of sta tis ti cal met -
ric l

l = W gH
T

2 (1)

where WH is the Hotelling weight de fined as,

W K gH g= -1D (2)

K
K K

g
- +1 1 2

2
= (3)

Dg g g= -2 1 (4)

where K g
-1  rep re sents the av er age of two covariance

ma tri ces K1 and K2 of g1 and g2 re spec tively, and Dg –
the dif fer ence be tween the av er age de tec tion data g1

and g 2 . Sta tis ti cal de ci sion met ric l – the pro jec tion of
the orig i nal sig nal on the Hotelling weight space, and
its dis tri bu tion is an in di ca tor of the pos si ble chang ing
of the in spected item. The val ues of lwill vary in a
fixed re gion if the sam ples to be tested are con sis tent
with the trusted tem plate. There fore, Hotelling-based
ver i fi ca tion pro vides an op por tu nity to dis tin guish
fake ob jects against the Treaty Ac count abil ity Items
(TAI) [9].

With this Hotelling de ci sion met ric, ver i fi ca tion
de ci sions can be made with out re con struct ing highly

con fi den tial geo met ric in for ma tion on the in spected
ob ject. An in spec tor can only ac cess the sta tis ti cal
met ric, l, and does not have ac cess to the raw probing
data. In ad di tion to the data di men sion re duc tion in the
HO model, a phys i cal en cryp tion im ple men ta tion is
pro posed to pre vent pos si ble con fi den tial in for ma tion
dis clo sure. A lead plate con tain ing ran domly dis trib -
uted holes is placed be tween the de tec tor and the tested 
item to phys i cally en crypt the pro file of the trans mit -
ted pho tons which con tains con fi den tial in for ma tion
about the com po si tion of the tested item. Then the HO
is used to cal cu late the sta tis ti cal met ric of the war head 
for the tem plate match ing task.

NU MER I CAL SIM U LA TION

This method is ver i fied with Monte Carlo sim u -
la tions us ing the Geant4 toolkit. In this sec tion, we will 
dem on strate the im ple men ta tion of our method and
show that small dif fer ences be tween two in spected
items can be re li ably de tected.

In the sim u la tion, gamma rays of 1 MeV in en -
ergy gen er ated uni formly in the x-y plane pen e trate the 
tested sam ple. Trans mit ted rays are ran domly at ten u -
ated and then re corded to con struct the iden tity in for -
ma tion of the tested sam ple, fig. 1. The at ten u a tion in -
for ma tion is ob tained via re cord ing the en ergy and
flux of the gamma-rays pass ing through the tested
sam ple and the ran domly coded mask, that is placed
be tween the tested sam ple and gamma-ray de tec tor to
en crypt the sen si tive im ag ing data. A mask which is
much larger than the size of the pro ject to be tested is
con structed by ran domly dig ging holes in the lead
plate. The po si tion and size of the hole in the lead plate
are de fined by us ing the ran dom Gaussi an ma trix.
Ran domly shift ing the mask will re sult in ran dom de -
tec tion data, thus com plet ing the en cryp tion anal y sis
of sam ples. To sim plify the ex per i men tal scale, we
only sim u late the ef fec tive area of the mask which is
on the same hor i zon tal line as the sam ple to be tested.
The HO model is used to gen er ate a sta tis ti cal met ric
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Fig ure 1. Sche matic di a gram of the HO en coded im ag ing 
sys tem



with the in com ing sig nal of the ran domly at ten u ated
gamma-rays. 

To test the ca pa bil ity of iden ti fy ing pos si ble de -
cep tion against the true sam ple, we take a solid ura -
nium sphere of 2.5 cm in ra dius as the TAI, and a set of
balls with a ra dius less than 2.5 cm as the spoofs,
placed between a strong gamma-ray source and a po si -
tion-sen si tive de tec tor. The cho sen spoof items are
sum ma rized in tab. 1. 

For each sam ple, two sim u la tions are per formed. 
The first sim u la tion is used for ob tain ing the sta tis ti cal
met ric, l,of the HO-based in spec tion con cept, and the
sec ond is used to test the ac cu racy of the ver i fi ca tion
method. The sta tis tic met ric, l, of the tested sam ple is
used for au then tic ity judg ment by com par ing it with a
set value. Gen er ally, there ex ists a dis tinct bound ary
zone be tween the true and spoof sam ples' sta tis tic met -
ric val ues, as shown in fig. 2 in which the sta tis tic met -
ric, l,of the true ref er ence sam ple and four spoof sam -
ples is plot ted as the at ten u at ing mask has ex isted. For
the true sam ple, the sta tis ti cal met ric, l,var ies in the
re gion of 81 <  l< 111, while the val ues of lfor the
spoofs are out side this win dow.

The ro bust ness of the Hotelling ex am i na tion in -
stru ment re quires that the val ues of l for iden ti cal
items should be close to each other in the pres ence of
ex tra ne ous in ter fer ence con di tions in the sys tem (e. g., 
noise). To quan tify the per for mance of the Hotelling
ex am i na tion in stru ment, the gamma-ray im ag ing data
of the spoof items and TAI are ob tained with the same
en coded shield ing mask. The vari a tion of im ag ing
data is sim u lated by add ing white noise with nor mal
dis tri bu tion to the sig nal, vary ing from 0.5 % to 10 %.
The noise sig nal de pends on the sig nal en ergy

P Pn s= ×e (5)

where Ps is the sig nal power ob tained from the probe
data, and Pn – the noise power, and e – the per cent age
of noise.

The thresh old of de ci sion sta tis tics is ad justed to
draw the re ceiver op er at ing char ac ter is tic (ROC)
curve, which de scribes the re la tion ship be tween sen si -
tiv ity and spec i fic ity [24]. The ROC curve re flects the
model's sens ing of ex ter nal stim uli and can be used to
as sess the clas si fi ca tion abil ity un der dif fer ent dis tur -
bances. When the ROC curve is above the di ag o nal
and de vi ates from the di ag o nal, the stron ger the dis -
crim i na tion of the anal y sis method is. To fur ther eval -
u ate the sys tem ro bust ness, we changed the source
flux in sim u la tion and used the area un der the ROC
curve – AUC, to de scribe its per for mance when com -
bined with the changes in the per cent age of noise.

The se cu rity of the Hotelling ver i fi ca tion means
that the sen si tive in for ma tion can not be de ter mined by
those with ac cess to the out put and that the phys i cal en -
cryp tion per for mance de pends on the ex act lo ca tion of
the ob ject un der test rel a tive to the mask. Ac tu ally, the in -
spec tors are un able to re con struct data re ly ing only on the 
sta tis ti cal met ric, but we still do not ex clude the pos si bil -
ity of vi o lent de cryp tion of the de tec tion pro cess by brute
force based on the ex haus tive method. We try to ver ify all 
pos si ble cases one by one un til all cases are ver i fied and
quan tify the se cu rity of the Hotelling ver i fi ca tion tech -
nique by re con struc tion ac cu racy. In our pre dic tion, the
time con sumed to de ci pher the orig i nal im age us ing
known in for ma tion will be huge and the re con struc tion
ac cu racy is ex tremely low.

RE SULTS

The ROC curve is used to quan tify the abil ity of
the HO model to cor rectly clas sify sam ples and serve as
an in di ca tor of sys tem ro bust ness. 1000 pro ject de ci -
sion sta tis tics and real pro ject de ci sion sta tis tics are
gen er ated, and a con fi dence thresh old is set to de clare
im ages with a higher than that range as a spoof. By
vary ing the thresh old, ROC curves are pro duced, cer tif -
i cat ing the ac cu racy and sen si tiv ity of the Hotelling-
based ver i fi ca tion, as shown in fig. 3. The curves at the
noise lev els of 0.5 % and 1 % al most have the best per -
for mance and hence over lap each other. In this ex am -
ple, the ROC curve shows the strong res o lu tion of
Hotelling anal y sis tech nol ogy. Set ting l to 81-111 will
get 99 % res o lu tion ac cu racy.

The study of the noise in flu ence on the ro bust -
ness is lim ited to the dif fer ent per cent ages of white
noise. At the noise level of 5 %, the per for mance is still 
ideal, and the area value un der the curve is about 0.9.
The ro bust ness of the sys tem gets worse rap idly with
the in crease of noise. The op ti mal thresh old can be
found in the ROC curves by find ing the clos est point to 
the left-up per cor ner. In our work, a thresh old of 115 is
cho sen, lead ing to min i mum er rors in dis crim i nat ing
be tween TAI and spoofs.
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Ta ble 1. Spoof items

Spoof Size [cm] Ma te rial

1 2.3 cm Highly en riched ura nium

2 2.4 cm Highly en riched ura nium

3 2.45 cm Highly en riched ura nium

4 2.49 cm Highly en riched ura nium

Fig ure 2. The sta tis tic met ric val ues of the true item and
four spoof items



To in ves ti gate the res o lu tion of the Hotelling ob -
server in the pres ence of source vari abil ity, the
gamma-ray en ergy, and the counts are varied in the
sim u la tion as listed in tab. 2. With these changes and
noise level changes, tab. 3, ar eas un der these ROC
curves, AUC, are shown in fig. 4. The thresh old value
of 0.8 shown in the pur ple plane is an in di ca tion of the
good per for mance of the mea sure ment sys tem. Fig ure
4 shows that the area un der the ROC curve, AUC, is
higher than this thresh old. If needed, the sys tem's ro -
bust ness can be im proved by re duc ing noise.

In this method, se cu rity is en sured by the at ten u a -
tion mask and data dimensionality re duc tion. There -
fore, the phys i cal se cu rity de pends on the po si tion of the 
item to be mea sured rel a tive to the mask. The sys tem
can only share the ba sic in for ma tion of mask ini tial de -
sign and de ci sion vari able value with in spec tors. The
im ag ing in for ma tion is re moved im me di ately af ter the
model gen er ates de ci sion sta tis tics in elec tronic in stru -
ments. With these se cure pro ce dures, the in spec tors
can not re con struct the sen si tive in for ma tion of nu clear
war heads only by us ing de ci sion sta tis tics. Fig ure 5

shows the en crypted im ag ing in for ma tion of 50
de tec tion sam ples, each of which is rep re sented by a
row ob tained by sum ming each col umn of the orig i nal
de tected 50 ́  50 ma trix and nor mal iz ing the sum ma tion 
value as SUMi = (SUMi – MIN)/(MAX – MIN) (i = 1, 2,
..., 50), where MIN and MAX rep re sent the min i mum
and max i mum val ues among the 50 sum ma tion val ues,
resprectively.

Here we sim plify the ex haus tive at tack only for
ex treme in for ma tion leak age sce nar ios. The re con -
struc tion ac cu racy of the ex haus tive at tack is quan ti -
fied as the struc tural sim i lar ity, r, be tween the re con -
structed im age, A, and the real sen si tive im age, B.

r
A A B B

A A B B
=

- -åå

- -åååå

( )( )

( ) ( )

MN MNNM

MN MNNMNM
2 2

(6)

where A, B are the pixel av er ages of the sim u lated re -
con structed im age and the de tected im age, AMN, BMN

are the el e ments of the M  th row and N th col umn of the
im age ma trix, and, r, close to ±1 in di cates that the two
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Fig ure 3. The ROC curves at dif fer ent per cent age noise

Fig ure 4. The AUC val ues when noise lev els and source
changes

Ta ble 2. In spec tion sets

Set TAI source In spected item source

Type Counts Type Counts

1 1 MeV
gamma-ray 3000000 1 MeV

gamma-ray 3000000

2 1 MeV
gamma-ray 3000000 1 MeV

gamma-ray 1000000

3 1 MeV
gamma-ray 3000000 1 MeV

gamma-ray 5000000

4 1 MeV
gamma-ray 3000000 0.8 MeV

gamma-ray 3000000

Ta ble 3. The AUC value

Noise set 0.5 % 1 % 3 % 5 % 7 % 10 %

1 0.978 0.978 0.996 0.917 0.907 0.806

2 0.893 0.894 0.911 0.919 0.914 0.907

3 0.919 0.919 0.956 0.956 0.906 0.969

4 0.988 0.989 0.951 0.948 0.915 0.867

Fig ure 5. Enerypted im ag ing in for ma tion of mul ti ple
de tec tion sam ples



im ages are strongly cor re lated. The max i mum re con -
struc tion ac cu racy does not ex ceed 0.5 when the in -
spec tor has full ac cess to the l through 80 % of the ef -
fec tive area of the mask. Al though more ef fec tive or
dras tic meth ods may ex ist in the fu ture for brute force
crack ing of sen si tive in for ma tion, the at tempt for the
com pu ta tion time of the ex haus tive method is suf fi -
cient to show the high se cu rity of the Hotelling-based
ver i fi ca tion. In ad di tion to this, the higher com plex ity
of the ac tual ver i fi ca tion ob ject com pared to the sim u -
lated ob ject de scribed in this pa per will fur ther in -
crease the com plex ity of the method. 

CON CLU SION

Us ing the lin ear HO model com bin ing a ran -
domly at ten u at ing mask, the nu clear arms ver i fi ca tion
method we pro pose shows its abil ity to iden tify false
in spected items from the true tem plate. Numerical
sim u la tions show this method in creases the dif fi culty
of re con struct ing sen si tive data of in spected weap ons.
In ad di tion, to mea sure the ro bust ness of the in spec -
tion sys tem the ROC curves is em ployed to an a lyze its
per for mance at dif fer ent white noise level and dif fer -
ent ra di a tion source set ting con di tions. Monte Carlo
sim u la tions show this ver i fi ca tion sys tem still works
well at a noise level of 5 %. 
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KRIPTOGRAFSKO  FIZI^KI  HOTELLING  OSMATRA^  ZA
VERIFIKACIJU  NUKLEARNE  BOJEVE  GLAVE

Prilikom provere autenti~nosti demontirawe nuklearnih bojevih glava u skladu sa
obavezom partnera iz sporazuma, tehnologije verifikacije nuklearnog oru`ja su kriti~ne jer
sporazumi o nuklearnom razoru`awu nisu sami dovoqni da neutrali{u egzistencijalnu pretwu
nuklearnog oru`ja. U ovom radu predstavqamo metodu verifikacije koja kombinuje numeri~ki
model osmatrawa i tehnike fizi~kog {ifrovawa. Performanse metode su kvantifikovane Monte 
Karlo simulacijama sa nekoliko tipi~nih scenarija prevare. Rezultati simulacije pokazuju da ova 
metoda mo`e efikasno da obavi zadatke identifikacije u prisustvu {uma (< 5 %) i varijabilnosti
izvora, pri tome pokazuju}i visoku sigurnost od napada grubom silom koji rekonstrui{u podatke
detekcije iscrpnim postupkom.

Kqu~ne re~i: kontrola nuklearnog oru`ja, {ifrovano radijaciono snimawe,
                         matemati~ki model osmatra~a


