O.-H. He, et al.: A Physically Cryptographic Hoteling Observer for Nuclear ...

358

Nuclear Technology & Radiation Protection: Year 2021, Vol. 36, No. 4, pp. 358-363

A PHYSICALLY CRYPTOGRAPHIC HOTELING OBSERVER
FOR NUCLEAR WARHEAD VERIFICATION

by

Qing-Hua HE *, Tian LI, Xiao-Suo HE, Kai-Kai LU, and Sheng-Kai WANG

College of Material Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing, China

Scientific paper
https://doi.org/10.2298/NTRP2104358H

When verifying the authenticity for nuclear warheads dismantlement toward a treaty part-
ner's obligation, nuclear arms verification technologies are critical since only nuclear disarma-
ment treaties are not sufficient to neutralize the existential threat of nuclear weapons. In this
work, we present a verification method combining a numerical observer model and physical
encryption techniques. The performance of the method is quantified by Monte Carlo simula-
tions with several typical deception scenarios. Simulation results show this method can effi-
ciently complete identification tasks in the presence of noise (<5 %) and source-term variabil-
ity, meanwhile exhibiting high security against brute-force attacks which reconstruct

detection data by the exhaustive method.
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INTRODUCTION

Nuclear arms control verification plays a key
role in non-proliferation of nuclear weapons [1-3]. In
the verification, inspectors need to make a confident
conclusion on the authenticity of submitted items with
very limited information about them, and no classified
information is exposed to inspectors [4]. Radiation im-
aging technology can obtain detailed properties of the
inspected object to evaluate the characteristics of nu-
clear weapons, but meanwhile, the imaging data might
be used maliciously to reconstruct confidential infor-
mation about the design/composition of the tested item
[5]. To cope with the challenge of balancing the
discriminability and security, verification technology
of encryption from software and hardware have been
developed [6, 7], for instance, the trusted radiation
identification system and trusted radiation attribute
demonstration system developed by Sandia National
Laboratory, which use simple processors to isolate
classified and unclassified information [8, 9]. How-
ever, complex analyses behind hardware also mean
that inspectors have limited confidence in the results,
and it may still leak sensitive information.

Alternative methods for reducing or modifying
the general hardware encryption have been developed
by numerous research groups. Glaser [10] has
preloaded the detector based on the zero-knowledge
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protocol principle of information theory. If the aggre-
gated output of preloaded data and object data reaches
some predetermined value, it indicates that the test
items are consistent with the declaration. But the exist-
ing zero-knowledge protocol methods have their com-
plexity [10-12] and are still verification techniques
that use hardware to protect sensitive information. It
needs to set new preload data for the detector in the ex-
istence of source-term variabilities, such as source
flux change or irradiation position change. Otherwise,
it will output sensitive information to the inspectors.
Gilbert and Jarman directly reduce the data
dimensionality and cryptographically process the
probe data by compressive sensing and hash function
[13-15]. Although they belong to robust verification
techniques, the system performance in the presence of
source-item variability is still not discussed. This will
become a new challenge in the application.

We introduce a gamma-ray-based verification
method using a hardware encryption method and a di-
mensional reduction approach in the framework of the
Hotelling observer (HO) model [16, 17], a mathemati-
cal observer model, which can maintain the same verifi-
cation criteria when the source term changes. In this
method, the hardware data encryption is realized via a
random attenuating mask method. The HO model is
used to reduce the dimension of the encrypted
gamma-ray spatial information and to provide a statisti-
cal metric for judging whether the inspected item is a
spoof or real. This method avoids generating high reso-
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lution images or reconstructing spectral information on
the object. Besides, the verification conclusion will not
be affected by the change of source term thanks to the
HO method. To test the performance of this method, nu-
merical simulations are performed using the Geant4
toolkit [18]. We will show that a properly designed HO
encoded imaging system can provide just such a mea-
surement: the monitoring party can be allowed full ac-
cess to the instrument before and after confirmation.
Ideally, each detection event would be overwritten at
the next detection, allowing sensitive data to be kept out
of the system.

THEORY

The HO model is generally used in medical im-
aging to evaluate image quality and optimize the radia-
tion dose [19-21]. It can simulate a human visual sys-
tem to extract feature vectors and generate statistical
decision metrics for defined tasks [22, 23]. Since the
similarity between selecting the lesion area in the ra-
diograph and warhead identification, we try to intro-
duce the HO model into template-comparing-based
warhead identification.

In this new method, a radiation measurement pro-
duces a unique data g, (where g is the energy deposition
distribution after normalization and contains the 2-D im-
aging information) of an inspected item. Since g, con-
tains sensitive information, we will delete them as soon
as statistical metric are generated. The value of g, is com-
pared against an authorized template's data g to verify
whether this inspected item is geometrically and materi-
ally identical with the template in terms of statistical met-
ricA

A=W g, (1)

where W, is the Hotelling weight defined as,

Wy =K;'Ag )
-1 _Kl +K2

K== 3)
Ag=g,-g (4)

where K, ! represents the average of two covariance
matrices K and K, of g, and g, respectively, and Ag —
the difference between the average detection data g,
and g, . Statistical decision metric A —the projection of
the original signal on the Hotelling weight space, and
its distribution is an indicator of the possible changing
of the inspected item. The values of Awill vary in a
fixed region if the samples to be tested are consistent
with the trusted template. Therefore, Hotelling-based
verification provides an opportunity to distinguish
fake objects against the Treaty Accountability Items
(TAI) [9].

With this Hotelling decision metric, verification
decisions can be made without reconstructing highly
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Figure 1. Schematic diagram of the HO encoded imaging
system

confidential geometric information on the inspected
object. An inspector can only access the statistical
metric, A, and does not have access to the raw probing
data. In addition to the data dimension reduction in the
HO model, a physical encryption implementation is
proposed to prevent possible confidential information
disclosure. A lead plate containing randomly distrib-
uted holes is placed between the detector and the tested
item to physically encrypt the profile of the transmit-
ted photons which contains confidential information
about the composition of the tested item. Then the HO
is used to calculate the statistical metric of the warhead
for the template matching task.

NUMERICAL SIMULATION

This method is verified with Monte Carlo simu-
lations using the Geant4 toolkit. In this section, we will
demonstrate the implementation of our method and
show that small differences between two inspected
items can be reliably detected.

In the simulation, gamma rays of 1 MeV in en-
ergy generated uniformly in the x-y plane penetrate the
tested sample. Transmitted rays are randomly attenu-
ated and then recorded to construct the identity infor-
mation of the tested sample, fig. 1. The attenuation in-
formation is obtained via recording the energy and
flux of the gamma-rays passing through the tested
sample and the randomly coded mask, that is placed
between the tested sample and gamma-ray detector to
encrypt the sensitive imaging data. A mask which is
much larger than the size of the project to be tested is
constructed by randomly digging holes in the lead
plate. The position and size of the hole in the lead plate
are defined by using the random Gaussian matrix.
Randomly shifting the mask will result in random de-
tection data, thus completing the encryption analysis
of samples. To simplify the experimental scale, we
only simulate the effective area of the mask which is
on the same horizontal line as the sample to be tested.
The HO model is used to generate a statistical metric
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Table 1. Spoof items

Spoof Size [cm] Material
1 2.3 cm Highly enriched uranium
2 24 cm Highly enriched uranium
3 2.45 cm Highly enriched uranium
4 249 cm Highly enriched uranium
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Figure 2. The statistic metric values of the true item and
four spoof items

with the incoming signal of the randomly attenuated
gamma-rays.

To test the capability of identifying possible de-
ception against the true sample, we take a solid ura-
nium sphere of 2.5 cm in radius as the TAI, and a set of
balls with a radius less than 2.5 cm as the spoofs,
placed between a strong gamma-ray source and a posi-
tion-sensitive detector. The chosen spoof items are
summarized in tab. 1.

For each sample, two simulations are performed.
The first simulation is used for obtaining the statistical
metric, A,of the HO-based inspection concept, and the
second is used to test the accuracy of the verification
method. The statistic metric, 4, of the tested sample is
used for authenticity judgment by comparing it with a
set value. Generally, there exists a distinct boundary
zone between the true and spoof samples' statistic met-
ric values, as shown in fig. 2 in which the statistic met-
ric, A,of the true reference sample and four spoof sam-
ples is plotted as the attenuating mask has existed. For
the true sample, the statistical metric, A,varies in the
region of 81 < A< 111, while the values of Afor the
spoofs are outside this window.

The robustness of the Hotelling examination in-
strument requires that the values of A for identical
items should be close to each other in the presence of
extraneous interference conditions in the system (e. g.,
noise). To quantify the performance of the Hotelling
examination instrument, the gamma-ray imaging data
of the spoofitems and TAI are obtained with the same
encoded shielding mask. The variation of imaging
data is simulated by adding white noise with normal
distribution to the signal, varying from 0.5 % to 10 %.
The noise signal depends on the signal energy

P, =P ¢ (5)

where P; is the signal power obtained from the probe
data, and P, — the noise power, and ¢ — the percentage
of noise.

The threshold of decision statistics is adjusted to
draw the receiver operating characteristic (ROC)
curve, which describes the relationship between sensi-
tivity and specificity [24]. The ROC curve reflects the
model's sensing of external stimuli and can be used to
assess the classification ability under different distur-
bances. When the ROC curve is above the diagonal
and deviates from the diagonal, the stronger the dis-
crimination of the analysis method is. To further eval-
uate the system robustness, we changed the source
flux in simulation and used the area under the ROC
curve — AUC, to describe its performance when com-
bined with the changes in the percentage of noise.

The security of the Hotelling verification means
that the sensitive information cannot be determined by
those with access to the output and that the physical en-
cryption performance depends on the exact location of
the object under test relative to the mask. Actually, the in-
spectors are unable to reconstruct data relying only on the
statistical metric, but we still do not exclude the possibil-
ity of violent decryption of the detection process by brute
force based on the exhaustive method. We try to verify all
possible cases one by one until all cases are verified and
quantify the security of the Hotelling verification tech-
nique by reconstruction accuracy. In our prediction, the
time consumed to decipher the original image using
known information will be huge and the reconstruction
accuracy is extremely low.

RESULTS

The ROC curve is used to quantify the ability of
the HO model to correctly classify samples and serve as
an indicator of system robustness. 1000 project deci-
sion statistics and real project decision statistics are
generated, and a confidence threshold is set to declare
images with a higher than that range as a spoof. By
varying the threshold, ROC curves are produced, certif-
icating the accuracy and sensitivity of the Hotelling-
based verification, as shown in fig. 3. The curves at the
noise levels 0of 0.5 % and 1 % almost have the best per-
formance and hence overlap each other. In this exam-
ple, the ROC curve shows the strong resolution of
Hotelling analysis technology. Setting A to 81-111 will
get 99 % resolution accuracy.

The study of the noise influence on the robust-
ness is limited to the different percentages of white
noise. Atthe noise level of 5 %, the performance is still
ideal, and the area value under the curve is about 0.9.
The robustness of the system gets worse rapidly with
the increase of noise. The optimal threshold can be
found in the ROC curves by finding the closest point to
the left-upper corner. In our work, a threshold of 115 is
chosen, leading to minimum errors in discriminating
between TAI and spoofs.
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Figure 3. The ROC curves at different percentage noise

To investigate the resolution of the Hotelling ob-
server in the presence of source variability, the
gamma-ray energy, and the counts are varied in the
simulation as listed in tab. 2. With these changes and
noise level changes, tab. 3, areas under these ROC
curves, AUC, are shown in fig. 4. The threshold value
of 0.8 shown in the purple plane is an indication of the
good performance of the measurement system. Figure
4 shows that the area under the ROC curve, AUC, is
higher than this threshold. If needed, the system's ro-
bustness can be improved by reducing noise.

In this method, security is ensured by the attenua-
tion mask and data dimensionality reduction. There-
fore, the physical security depends on the position of the
item to be measured relative to the mask. The system
can only share the basic information of mask initial de-
sign and decision variable value with inspectors. The
imaging information is removed immediately after the
model generates decision statistics in electronic instru-
ments. With these secure procedures, the inspectors
cannot reconstruct the sensitive information of nuclear
warheads only by using decision statistics. Figure 5

Figure 4. The AUC values when noise levels and source
changes

Table 2. Inspection sets

Set TAI source Inspected item source

Type Counts Type Counts
1 MeV 1 MeV

U | gammmaray | 3000000 | o WY | 3000000

2 IMeV | 3000000 | 1MeV 1 1600000
gamma-ray gamma-ray

3 IMeV. | 3000000 | 1MeV 1 5500000
gamma-ray gamma-ray

4 IMeV: | 3500000 | 9-8MeV 1 3560000
gamma-ray gamma-ray

Table 3. The AUC value

Noiseset| 0.5% | 1% 3% 5% 7% 10 %

1 0.978 | 0.978 | 0.996 | 0.917 | 0.907 | 0.806
2 0.893 | 0.894 | 0.911 | 0.919 | 0.914 | 0.907
3 0.919 | 0.919 | 0.956 | 0.956 | 0.906 | 0.969
4 0.988 | 0.989 | 0.951 | 0.948 | 0.915 | 0.867

shows the encrypted imaging information of 50
detection samples, each of which is represented by a
row obtained by summing each column of the original
detected 50 x 50 matrix and normalizing the summation
value as SUM,; = (SUM,;— MIN)/(MAX—-MIN) (i=1, 2,
..y 50), where MIN and MAX represent the minimum
and maximum values among the 50 summation values,
resprectively.

Here we simplify the exhaustive attack only for
extreme information leakage scenarios. The recon-
struction accuracy of the exhaustive attack is quanti-
fied as the structural similarity, 7, between the recon-
structed image, 4, and the real sensitive image, B.

o Sux Ay ~ DBy —B)
VoM Ex Ay —A4) Sar Sx (B —B )

(6)

where 4, B are the pixel averages of the simulated re-
constructed image and the detected image, Ay, Bvn
are the elements of the M ™ row and N™ column of the
image matrix, and, 7, close to 1 indicates that the two
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Figure 5. Enerypted imaging information of multiple
detection samples
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images are strongly correlated. The maximum recon-
struction accuracy does not exceed 0.5 when the in-
spector has full access to the A through 80 % of the ef-
fective area of the mask. Although more effective or
drastic methods may exist in the future for brute force
cracking of sensitive information, the attempt for the
computation time of the exhaustive method is suffi-
cient to show the high security of the Hotelling-based
verification. In addition to this, the higher complexity
of the actual verification object compared to the simu-
lated object described in this paper will further in-
crease the complexity of the method.

CONCLUSION

Using the linear HO model combining a ran-
domly attenuating mask, the nuclear arms verification
method we propose shows its ability to identify false
inspected items from the true template. Numerical
simulations show this method increases the difficulty
of reconstructing sensitive data of inspected weapons.
In addition, to measure the robustness of the inspec-
tion system the ROC curves is employed to analyze its
performance at different white noise level and differ-
ent radiation source setting conditions. Monte Carlo
simulations show this verification system still works
well at a noise level of 5 %.
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hunr-Xya XE, Tjen JIU, Cjao-Cyo XE, Kaj-Kaj 1Y, lllenr-Kaj BAHT

KPUIITOTPA®CKO ®U3NYIKHN HOTELLING OCMATPAY 3A
BEPUOUKAIINIY HYKIEAPHE BOJEBE I'/IABE

IIpunukoM mpoBepe ayTeHTUYHOCTU JEMOHTHpahe HyKJIcapHUX 0OjeBHX IiaBa y CKJIaAy ca
00aBe30M mapTHepa U3 copa3yma, TEXHOJIOTHje Bepu(uKalmje HyKICapHOT OpyXKja cy KPUTUUHE jep
CIIOpa3yMH O HyKJIEapHOM pa30pysKamy HACY CAMU TOBOJHHM 1a HEYTPAIUIIY €T3UCTCHINjalTHy IPETHY
HYKJIEapHOT OpyXKja. ¥ OBOM pajly TpejicTaBbaMO METONY Bepudukalpje Koja KOMOWHYje HyMEPUIKA
MOJIEJI OCMAaTpama U TeXHUKe (hu3muKkor mmugposama. [Tepdopmance Mmetofie cy KBaHTU(HKOBaHE MOHTe
Kapsno cumynanujama ca HEKOJIMKO TUITMYHUX ClIeHapuja mpeBape. Pesynratu cumyinanyje mokasyjy 1a oa
MeToja MoxKe e(pUKacHO 1a 00aBu 3aaTKe uaeHTH(UKaNUje y IpUCyCTBY myMa (< 5 % ) 1 BapujaGuiIHOCTH
M3BOpa, IPU TOME ITOKa3yjyhu BICOKY CUTYPHOCT Off Hamaia rpyooM CHIIOM KOjU PEKOHCTPYHIIY ITOaTKe
IeTeKIAje UCIPITHAM MOCTYIKOM.

Kmwyune peuu: KOHIIPOAA HYKAEAPHOZ OPYIHC]a, WUDPOBAHO PAOUJAUUOHO CHUMAHE,

MATLEMATAULKU MOOENA OCMATIPAYa



