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To re duce the risk of leak ing con fi den tial in for ma tion in nu clear arms con trol, we pro pose a
new arms con trol in spec tion con cept based on neu tron ac ti va tion anal y sis, in con junc tion
with phys i cal shield ing tech nol ogy to dis tort the en ergy and prop a ga tion path of the out go ing 
par ti cles in the phys i cal do main. The re li abil ity and se cu rity of this au then ti ca tion con cept are
dem on strated us ing Monte Carlo sim u la tions. It turns out that the con cept can readily iden -
tify iso tope cheats and two typ i cal geo met ric cheats with out re veal ing sen si tive in for ma tion
about the in spected items.
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IN TRO DUC TION

As be ing the cen tral is sue for na tional se cu rity
con cerns and in ter na tional af fairs [1, 2], fu ture nu clear
arms lim i ta tion agree ments may ex pand the scope of re -
stric tions such as the to tal num ber of nu clear weap ons
and war heads in the ar se nals [3], to ef fec tively and
peace fully nav i gate the per ils of the nu clear age in the
fu ture [4]. In sub se quent rounds of arms con trol ne go ti -
a tions, new ap proaches to ver i fy ing nu clear war heads
will be nec es sary. Ver i fi ca tion of the au then tic ity of nu -
clear weap ons, in clud ing undeployed war heads in nu -
clear ar se nals and some times even of a sin gle war head,
is nec es sary for con tract ing coun tries to ful fill their ob -
li ga tions faith fully.

A vi a ble ver i fi ca tion method should en sure a
high de gree of con fi dence in the au then tic ity of nu -
clear war heads while at the same time en sur ing the
con fi den ti al ity of sen si tive in for ma tion [3, 5]. In re -
cent years, con sid er able re search has been con ducted
on the is sue of nu clear arms con trol in a new era. There 
are two main cat e go ries of these rap idly de vel op ing
meth ods of ver i fi ca tion: at trib ute-based and tem -
plate-based. Us ing the at trib ute method, nu clear war -
heads and their com po nents (e.g., iso to pic ra tios, plu -
to nium masses, etc.) can be de ter mined. The tem plate

com par i son method com pares data from trusted ref er -
ence items with the de clared item.

To pro tect sen si tive data, pro posed in spec tion
meth ods pri mar ily em ploy in for ma tion bar rier tech -
nol o gies, such as low-res o lu tion gamma ra di a tion im -
ag ing [6], zero knowl edge pro to col [7, 8], and res o -
nance flu o res cence tech nique with en crypted foils [9].
Most meth ods pro posed so far are still vul ner a ble to
spoof ing or leak ing sen si tive in for ma tion [10]:
– the slightly in tru sive ver i fi ca tion tech nol ogy can
eas ily iden tify fraud sce nar ios, but it in creases the risk
of sen si tive in for ma tion be ing leaked,
– as a re sult of the com plex elec tronic cir cuit sys tem,
the mea sure ment data is more vul ner a ble to eaves -
drop ping and tam per ing, and
– the lim ited in for ma tion ob tained through the in for -
ma tion bar rier de tec tion leaves the ver i fi ca tion party
(in spec tors) with in suf fi cient con fi dence in the au -
then tic ity of the de clared nu clear war heads, such as
through some pas sive mea sure ment tech niques [11].

Re cently, a ver i fi ca tion method [12] com bin ing
phys i cal meth ods and al go rithms for dou ble en cryp -
tion has been de vel oped, pro vid ing us with a new re -
search di rec tion.

The o ret i cally, prov ing a war head's au then tic ity
re quires a ver i fi ca tion sys tem that sat is fies nec es sary
and suf fi cient con di tions and mean while a man da tory
po lit i cal re quire ment: zero dis clo sure of sen si tive in for -
ma tion [9]. The nec es sary and suf fi cient con di tions re -
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quire that the sys tem is sound and com plete, mean ing
no false war heads can ever be proven true and all true
war heads will be proven true. Fol low ing these re quire -
ments, Kemp et al. [9] pro posed a spe cial ax iom to con -
nect the phys i cal mea sure ments of war heads and state -
ments about au then tic ity. The can di date war head is
au then tic only if ev ery man i fold in a tested one is iden ti -
cal in size, shape, spa tial re la tion, den sity, and iso to pic
com po si tion to a cor re spond ing man i fold in an au then -
tic war head. Any valid ver i fi ca tion sys tem is a trade-off
be tween this ideal ax iom and the re quire ment of zero
dis clo sure of sen si tive in for ma tion.

To meet these new re quire ments for nu clear arms
con trol ver i fi ca tion, cryp to graphic tools should be em -
ployed in the phys i cal field, and meth ods sim i lar to in -
for ma tion-bar rier with in tru sive and com pli cated elec -
tronic cir cuitry should be avoided as much as pos si ble.

To fur ther im prove the ro bust ness of the ver i fi -
ca tion sys tem un der zero leak age of con fi den tial in for -
ma tion, we pro pose a sin gle-pixel-based nu clear war -
head ver i fi ca tion sys tem us ing neu tron-in duced (n, g)
re ac tion to il lu mi nate an ob ject. This sys tem runs un -
der the nec es sary and suf fi cient con di tions that all ma -
te ri als are in the ap pro pri ate lo ca tion and no pos si bil -
ity of ma te rial sub sti tu tions to iso to pic spec i fic ity.  We
also in tro duce a ro tat able 2-D-ran domly-at ten u ate
pho ton shield ing mask (ro tat able mask) as a phys i cal
cryp to graphic tool to en crypt the con fi den tial in for -
ma tion of the in spected items in the phys i cal do main
not re ly ing on elec tron ics or soft ware. In ad di tion, a
rel e vant ver i fi ca tion pro to col is cor re spond ingly de -
vel oped. Us ing nu mer i cal sim u la tions, the re li abil ity
of this in spec tion sys tem is ver i fied, and the se cu rity
and ro bust ness of the sys tem are also eval u ated.

VER I FI CA TION SYS TEM

The ver i fi ca tion sys tem mainly con tains a neu -
tron ac ti va tion anal y sis (NAA) com po nent, a ro tat able
mask, and a sin gle-pixel pho ton de tec tor. The NAA
com po nent gains iso tope-spe cific in for ma tion about
the in spected items, via ex ploit ing neu trons of .0.025
eV in en ergy to ac ti vate the fis sile com po nents which
de cay pri mar ily through emit ting pho tons that pro vide a 
unique fin ger print of the in spected item.

A phys i cal en cryp tion tech nique us ing a pho ton
shield ing mask with non-uni form sur face den sity is
adopted in the phys i cal do main to en crypt the en ergy
and prop a ga tion path in for ma tion car ried by pho tons
from the NAA pro cess. The ro tat able mask is placed
be tween the in spected item and the pho ton de tec tor,
which ro tates in a pro posed se quence at the be gin ning
of the mea sure ment. The pho tons pass ing through the
mask com pose the en crypted fin ger print of the in -
spected item. By com par ing this fin ger print data to
that of a real item (tem plate sam ple), the au then tic ity
of the in spected items can be con firmed.

Since an ideal shield ing mask with non-uni form
sur face den sity does not ex ist, in prac tice we pro duce
it through cod ing a pho ton at ten u a tion shield ing plate
and ro tat ing it dis cretely in the ver i fi ca tion. Dur ing in -
stal la tion, the screen can be em bed ded into the wall of
the shield ing room and makes a spe cific ro ta tional mo -
tion when mea sur ing, which could dis tort and en crypt
the orig i nal sig nal. At the end of the ver i fi ca tion sys -
tem, a sin gle pixel gamma de tec tor [13] is placed to de -
tect the trans mit ting pho tons.

VER I FI CA TION PRO TO COL

As a crit i cal part of any nu clear war head ver i fi -
ca tion sys tem, a valid ver i fi ca tion pro to col will guar -
an tee that the in spec tors gain high con fi dence in the
au then tic ity of in spected items while no con fi den tial
in for ma tion of them is ex posed [14]. In our work, we
pro pose the cor re spond ing ver i fi ca tion pro to col.

Prep a ra tion work

Get ref er ence war heads: a cred i ble ref er ence war -
head is man da tory in the tem plate com par i son method,
whereas how to get it should not be an easy task. Here
are two sug ges tions for get ting ref er ence war heads.
One is that the ref er ence war head could be cho sen ran -
domly from a de ployed in ter con ti nen tal bal lis tic mis sile 
(ICBM) dur ing an un an nounced visit by in spec tors,
which the se lected war head could be ex pected to be real 
[15]. Fur ther more, if a ref er ence war head needs to be
taken from undeployed nu clear war heads, a cred i ble
reg u la tory re cord is needed to con firm the au then tic ity
of the war head. Un til all ver i fi ca tion steps are com -
pleted, the se lected ref er ence war heads must be jointly
su per vised by both sides. And they can be mon i tored
with strong reg u la tory mea sures [16], to pre vent them
from be ing re placed or tam pered with.

Prep a ra tion of ex per i men tal equip ment: hosts
(the in spected party) shall pre pare mul ti ple ro tat able
masks sep a rately, and the rel e vant con struc tion in for -
ma tion shall be kept se cret from the in spec tors. Mean -
while, hosts and in spec tors need to pre pare mul ti ple
gamma de tec tors jointly.

Se lect de vice

Be fore for mal ver i fi ca tion, de tec tors and ro tat -
able masks for in spec tion are se lected by in spec tors to
in crease their par tic i pa tion. The coded pat tern of the
ro tat able mask must be kept strictly con fi den tial from
the in spec tors.

Ex per i men tal lay out

Hosts ex tract the fis sile com po nents of the war -
heads and place them into vi su ally opaque boxes to
pro tect the ge om e try in for ma tion of the war head. At
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the same time, the outer sur face of the box is marked
for align ment in the mea sure ment. Two par ties then
work to gether to de ter mine the ir ra di a tion ori en ta tion
as well as the ini tial po si tion of the tested item and the
de tec tor. Note that the ir ra di a tion di rec tion of the in -
spected items should be con sis tent ac cord ing to the
mark ing.

For mal ver i fi ca tion

In the mea sure ment, the ro tat able mask, which
ro tates dis cretely about its cy lin dri cal axis is placed
be tween the in spected item and the gamma de tec tor,
the ro ta tion se quence or ro ta tion step of which could
be de ter mined by both par ties. The in spected item will
now be di rectly ex posed to the neu tron source, and
both par ties will be able to mon i tor the flux of the
source us ing their re spec tive equip ment. As a re sult of
the (n, g) re ac tions, the prompt gamma rays are ran -
domly at ten u ated by the screen and de tected by the
sin gle-pixel gamma de tec tor. The same pro cess is re -
peated for the ref er ence item to ob tain a ref er ence fin -
ger print for com par i son.

Tem plate com par i son

The au then tic ity of the in spected item is de ter -
mined based on the tem plate com par i son method in
which an en crypted gamma sig nal is com pared to that
from a trusted tem plate item. Math e mat i cally, a cri te -
rion is set to de ter mine the au then tic ity of the in -
spected item, the de tail of which will be given in the
fol low ing sec tions. If it is con firmed that the sub mit ted 
item is not fraud u lent, the nu clear ma te ri als con tained
in them can be de stroyed [17].

In this pro to col, only the pat tern of the ro tat able
mask is kept se cret from the in spec tors and other pro -
cesses can be com pleted jointly by both par ties, which
greatly in creases the par tic i pa tion of the in spec tors
and im proves the cred i bil ity of the ver i fi ca tion re sults.

NU MER I CAL SIM U LA TION

To show how the ver i fi ca tion sys tem is im ple -
mented, we use nu mer i cal sim u la tions to dem on strate the 
va lid ity of this method. A sim pli fied ver i fi ca tion sys tem,
based on the Geant4 toolkit (ver sion: geant4.10.04. p02)
[18], is con structed as shown in fig. 1, and three fraud
sce nar ios are used to test the fea si bil ity of the sys tem.

A ther mal neu tron source with an en ergy of
0.025 eV is used to ir ra di ate the in spected items, which 
could stim u late the ex cited gamma sig nal that co mes
from the fis sion com po nents of nu clear weap ons via
(n, g) re ac tions. To en crypt the sen si tive in for ma tion of 
the out go ing gamma rays in the phys i cal do main, in
the sim u la tion we con structed a lead plate com posed

of a 10×10 set  of lead mod ules in the shape of a reg u lar
qua dran gu lar prism, the lengths of which vary ran -
domly from 0 cm to 6 cm at ev ery time the pho ton
count ing in for ma tion is col lected. This ran dom shield -
ing lead mask will ran domly at ten u ate pho ton en er gies 
and dis tort their prop a ga tion path so that the fi nal pho -
ton counts in the coun ter area vary with the mask of
dif fer ent struc tures. There fore, in stead of the ro tat able
mask, we used a ran dom mask with an ever-chang ing
struc ture in the sim u la tion. Be hind the ran dom mask, a 
sin gle-pixel de tec tor was sim u lated to de tect gamma
sig nals that have been en crypted through the ran dom
mask.

In com bi na tion with the tem plate com par i son
method, we only need to en sure the same ex per i men tal 
con di tions be tween the con trol groups. Di rectly sim u -
lat ing the de tec tor is there fore un nec es sary, and we
sim ply set a rect an gu lar gamma de tec tion area with a
de tec tion thresh old of 100 keV (to re ject back ground
sig nals) at the end of the ver i fi ca tion sys tem.

A to tal of 40 sam ples were set up in this sim u la -
tion, in clud ing 1 ref er ence sam ple, 10 real sam ples,
and 29 cheat ing sam ples. The real sam ples are iden ti -
cal to the ref er ence sam ple, whereas the cheat ing sam -
ples dif fer from the ref er ence sam ple in terms of iso to -
pic ra tios and geo met ric struc ture, which in cludes two
cheat ing sce nar ios in volv ing re moval and size
changes. The shapes of all sam ples in this study are
typ i cally set as hol low spher i cal shells to sim u late the
fis sile com po nent of the nu clear weapon. The spe cific
pa ram e ters of ref er ence sam ples, real sam ples, and
cheat ing sam ples of dif fer ent iso tope ra tios are listed
in tab. 1. The cheat ing sam ples of re moval are that the
in ner di am e ter of the spher i cal shell in creases grad u -
ally, while iso tope ra tio and outer di am e ter re main
con sis tent with the ref er ence sam ple, to sim u late the
de cep tions by hosts who cut cor ners to pre serve part of 
the nu clear ma te rial. Sim i larly, the cheat ing sam ples
of size change re duce their outer di am e ter grad u ally
while the vol ume and iso tope ra tio re main con sis tent
with the ref er ence sam ple that cor re sponds to the sce -
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Fig ure 1. Sche matic di a gram of the ver i fi ca tion sys tem



nario in which the hosts cheated with nu clear ma te rial
that is less dif fi cult to make in dus tri ally in the in spec -
tion. More de tails about the pa ram e ters of the above
sam ples are shown in tabs. 2 and 3. The de cep tion sce -
nar ios in which nu clear war heads are mod i fied at the
microstructural level are not con sid ered, such as the
grain size of met als, sur face pol ish, and chem i cal iso -
mers of sim i lar den si ties [9]. We deem these hoaxes in -
sig nif i cant in this study since they do not sim plify or
re duce the cost of man u fac tur ing.

RE LI ABIL ITY ANAL Y SIS

We val i dated the ver i fi ca tion sys tem by com par -
ing the ra di a tion mea sure ments of sim u lated sam ples
listed in the above ta bles with the re sult from the ref er -
ence sam ple. The ro tat able mask is ro tated by a pre de -
ter mined se quence at the be gin ning of the ir ra di a tion,
and the mea sure ment will stop af ter a pe riod agreed
upon by both par ties. With each sam ple, we can ob tain
a unique fin ger print: K, the to tal num ber of pho tons
de tected as a func tion of the po si tion of the ro tat able
mask ro tat ing dis cretely. In ad di tion, the ref er ence
sam ple (the tem plate) has a fin ger print: Kref with the
same ra di a tion mea sure ments. By com par ing the fin -
ger print of the sam ple to be tested with that of the tem -
plate, we can de ter mine whether the mea sured sam ple
is con sis tent with the tem plate.

In the tem plate com par i son method, a met ric
value D is used to quan ti ta tively an a lyze the sim i lar ity
of fin ger prints be tween the mea sured sam ples and the
tem plate
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where, y1 and y2 are fin ger print se quences from the ref -
er ence sam ple and the sam ple to be tested, re spec -
tively, where each fin ger print se quence con sists of 100 
sets of pho ton mea sure ment. The closer the met ric
value D is to zero, the higher the sim i lar ity be tween the 
sam ple to be tested and the ref er ence sam ple is. The re -
ceiver op er at ing char ac ter is tic curve (ROC curve, a
co-or di nate schema anal y sis tool used to set the op ti -
mal thresh old in the same model) is used to as sess the
ro bust ness of this ver i fi ca tion sys tem af ter mea sur ing
the 40 sam ples one by one.

For each sam ple, 100 ir ra di a tion mea sure ments
are made at a to tal source flux of 5×106 and an ex am ple
of a typ i cal fin ger print from a tem plate is shown in fig.
2 along with some sam ples to be tested. Each fin ger -
print is made up of 100 to tal num bers of pho ton mea -
sure ments, and each count is the re sult of the mea sure -
ment of en crypted ir ra di a tion. The fin ger prints were
gen er ated from the same ro ta tion se quence, which
could be de ter mined jointly by both par ties. By com -
par ing the fin ger prints of sam ples to be tested with that 
of the tem plate, one can de ter mine whether the in -
spected sam ples are true or not.

The ROC curve of the ver i fi ca tion sys tem with -
out noise is shown in fig. 3, with false pos i tive rate
(FPR)  as ab scissa and ture pos i tive rate (TPR)  as or di -
nate. On the other hand, the area value un der the ROC
curve (AUC), an eval u a tion in dex of the model's mer -
its, is used to in ves ti gate the ac cu racy of the ver i fi ca -
tion sys tem, and, a value as high as 0.93 in di cates the
sys tem's ac cu racy is ac cepted.
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Ta ble 1. Pa ram e ters of ref er ence sam ples, real sam ples,
and cheat ing sam ples in iso tope ra tio

Iso tope ra tio In side
ra dius [cm]

Ex ter nal
ra dius [cm]

Ref er ence
sam ple 96 % 235U, 4 % 238U 3.00 5.00

Real sam ple 96 % 235U, 4 % 238U 3.00 5.00

Cheat ing
sam ple in

iso tope ra tio
56 % 235U, 44 % 238U 3.00 5.00

Ta ble 2. Pa ram e ters of cheat ing sam ples of re moval

Iso tope ra tio In side
ra dius [cm]

Ex ter nal
ra dius [cm]

Removel-1 96 % 235U, 4 % 238U 3.10 5.00

Removel-2 96 % 235U, 4 % 238U 3.20 5.00

… … … …

Removel-9 96 % 235U, 4 % 238U 3.90 5.00

Removel-10 96 % 235U, 4 % 238U 4.00 5.00

Removel-11 96 % 235U, 4 % 238U 3.01 5.00

Removel-12 96 % 235U, 4 % 238U 3.03 5.00

Removel-13 96 % 235U, 4 % 238U 3.05 5.00

Removel-14 96 % 235U, 4 % 238U 3.07 5.00

Removel-15 96 % 235U, 4 % 238U 3.09 5.00

Removel-16 96 % 235U, 4 % 238U 3.001 5.00

Removel-17 96 % 235U, 4 % 238U 3.002 5.00

Ta ble 3. Pa ram e ters of cheat ing sam ples of size change

Iso tope ra tio In side
ra dius [cm]

Ex ter nal
ra dius [cm]

Size
change-1 96 % 235U, 4 % 238U 0.849 4.62

Size
change-2 96 % 235U, 4 % 238U 1.799 4.70

Size
change-3 96 % 235U, 4 % 238U 2.326 4.80

Size
change-4 96 % 235U, 4 % 238U 2.698 4.90

Size
change-5 96 % 235U, 4 % 238U 2.731 4.91

Size
change-6 96 % 235U, 4 % 238U 2.795 4.93

Size
change-7 96 % 235U, 4 % 238U 2.856 4.95

Size
change-8 96 % 235U, 4 % 238U 2.915 4.97

Size
change-9 96 % 235U, 4 % 238U 2.972 4.99

Size
change-10 96 % 235U, 4 % 238U 2.994 4.998

Size
change-11 96 % 235U, 4 % 238U 2.997 4.999



STA BIL ITY OF THE SYS TEM UN DER
DIF FER ENT NOISE LEV ELS

To an a lyze the sta bil ity of the in spec tion method at
dif fer ent lev els of noise, we add gaussi an noise to the to -
tal num ber of out go ing par ti cles dur ing the sim u la tion.
Ac cord ing to the def i ni tion of SNR (the ra tio): SNR =
=.(signalPower)/(noisePower), where signalPower and
noisePower are the in ten sity of sig nal and noise re spec -
tively that could be cal cu lated ac cord ing to the fol low ing
for mula: signalPower = ( ) /i

n
i n=å 1signal2 , where n is the 

length of the sig nal. The snoise value could be de ter mined
by the equa tion: snoise = (signalPower / SNR) when
given a cer tain value of SNR. Thus, the Gaussi an broad -
en ing of the to tal num ber sig nal Ni can be ran domly sam -
pled ac cord ing to the fol low ing for mula
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The ro bust ness of the sys tem un der dif fer ent
SNR is an a lyzed with a Monte Carlo sim u la tion in
which the neu tron source flux is set to be 5×106. As
shown in fig. 4, the ROC curves are used to mea sure
the ro bust ness of the sys tem. The cor re spond ing AUC
val ues can  be  ob tained  by add ing  0.01  %,  0.05 %,
0.1 %, 0.5 %, and 1 % noise, re spec tively.

It can be seen from fig. 5 that the AUC value is
above 0.7 when 1 % noise is added, in di cat ing that the
sys tem main tains ex cel lent sta bil ity un der dif fer ent
SNR and has high ac cu racy for judg ment.

SAFETY ANAL Y SIS

Se cu rity is the pri mary con sid er ation in any ver i -
fi ca tion sys tem. If the se cu rity of the sen si tive in for -
ma tion of the sam ples to be tested can not be guar an -
teed, the hosts may ter mi nate the ver i fi ca tion at any
time.
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Fig ure 2. Typ i cally mea sured
fin ger prints (time-se ries pho ton
counts data from sin gle pho ton
de tec tor) for dif fer ent tested
items

Fig ure 3. The ROC curve with out the noise Fig ure 4. The ROC curve un der dif fer ent noise lev els



In this ver i fi ca tion sys tem, we be lieve there are two
main types of sen si tive in for ma tion about nu clear weap ons:

– Geo met ri cal struc ture in for ma tion, such as mass,
shape, ar range ment, and dis tri bu tion of nu clear ma te ri als;

– Iso tope types and con tents of nu clear ma te ri als.
Based on the afore men tioned ro bust ness anal y sis of the
ver i fi ca tion sys tem, we re corded the to tal num ber of
gamma par ti cles us ing a sin gle-pixel de tec tor. There fore,
the 2-D in for ma tion of the tested items, such as shape and
ar range ment dis tri bu tion, can not be de duced from1-D
count ing data, which turns out to be computationally in -
ad mis si ble [13]. Ac cord ing to the NAA for mula

n
W

M
N fA t c= he s tF (3)

where n is the in ten sity of the anal y sis peak, W – the con -
tent of the el e ment to be mea sured, M – the atomic mass,
NA – the Avo ga dro con stant, h – the iso tope abun dance,  et

– the to tal de tec tion ef fi ciency, sc – the cap ture cross-sec -
tion, F – the neu tron flux rate re ceived by the sam ple, and
ft – the gamma-ray branch ra tio, the sen si tive gamma
spec trum can not be mea sured from the sin gle pixel
time-se ries pho ton counts data, and so no one will be
aware of the iso tope in for ma tion of the tested items.

The struc ture of the ro tat able mask is kept se cret
from the in spec tor while its ro ta tion se quence can be de -
ter mined by both par ties, which is equiv a lent to a dif fer ent 
mask struc ture for each mea sure ment. We con struct a se -
ries of fin ger prints en crypted by ro tat able masks with dif -
fer ent struc tures and quan tify the prob a bil ity of brute
force crack ing tem plate fin ger prints to mea sure the se cu -
rity of the ro tat able mask. Set a co in ci dence rate P, that is,
the prob a bil ity of ob tain ing the same fin ger prints un der
the masks of dif fer ent struc tures. When the sim i lar ity of
two fin ger prints reaches a cer tain thresh old, we con sider
it suc cess ful. In the au then ti ca tion of se cu rity, we take the
ref er ence sam ple as an ex per i men tal ob ject to gen er ate

one mil lion fin ger prints un der `masks of dif fer ent
struc tures, and each fin ger print con tains 100 mea -
sure ments. One of the mil lion fin ger prints is ran -
domly se lected as the tem plate, and the other fin -
ger prints are com pared with it in turn, so that
nearly a mil lion D val ues could be ob tained ac -
cord ing to the eq. (1).

As can be seen in fig. 6, the sta tis ti cal re sult
of D val ues can be ap prox i mately fit ted as a
Gaussi an dis tri bu tion with a mean value of 348.77
and a stan dard de vi a tion of 42.02.

To cal cu late the prob a bil ity of gen er at ing the
ap prox i mate fin ger print of the tested items with the 
ro tat able masks with dif fer ent struc tures, we de -
fine a thresh old value T. Ac cord ing to eq. (1), if the
met ric value D is less than the thresh old value T
when the fin ger print un der test is com pared with
the ref er ence fin ger print, we con sider a suc cess ful
brute-force crack ing. To get a trusted T value, we
per form a hun dred ir ra di a tion mea sure ments on
the ref er ence sam ple with the same ro tat able mask
and the same ro tat ing se quence, then, one fin ger -
print was ran domly se lected as the ref er ence ob ject 
and com pared with oth ers, of which the 99 met rics
D are shown in fig. 7.

Ac cord ing to the above ex per i men tal re sults,
the mean met ric D of fin ger print sim i lar ity de gree
of the same sam ple un der the same ex per i men tal
con di tions is about 0.93. If we take the T value as 1
here, the co in ci dence rate P is given to be
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Fig ure 5. Val ues of AUC at dif fer ent noise lev els

Fig ure 6. Fre quency dis tri bu tion of D val ues in
se cu rity test of one mil lion mea sure ments

Fig ure 7. The value of the met ric D of the fin ger prints 
of 100 ref er ence sam ples un der the same
mea sure ment con di tions
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Ac cord ing to the ex tremely low value of P it is
hard to brute-force fin ger prints on the tested items
with out ob tain ing the struc ture of a ro tat able mask, so
de riv ing the mass of nu clear ma te rial from an en -
crypted fin ger print will only be more dif fi cult. There -
fore, we be lieve that the ro tat able mask can highly pro -
tect the sen si tive in for ma tion of the tested items.

Such a sys tem based on the sin gle pixel method
pre vents the in spec tor from de tect ing sen si tive 2-D
trans port in for ma tion, but it may be vul ner a ble to de -
lib er ate de cep tion in which the host can ad just sub tly
nu clear ma te rial con tent and the thick ness of the shell
us ing self-shield ing ef fects. This can be com pen sated
by comb ing this method with neu tron trans port mea -
sure ment which can ef fec tively de tect var i ous geo met -
ric de cep tions. In ad di tion, add ing dif fer ent mea sure -
ment align ments can also im prove the se cu rity of this
sys tem. A better ver i fi ca tion sys tem needs a bal ance
be tween se cu rity and ro bust ness. Great ef forts should
be un der taken to test and im prove the se cu rity and ro -
bust ness of the pro posed method in prac ti cal sit u a -
tions, where sys tem atic un cer tain ties, small mis align -
ments, or other en vi ron men tal con di tion vari a tions
may bring new chal lenges that are hard to be pre dicted
with nu mer i cal sim u la tions.

In prac tice, de vel op ing a real nu clear war head
ver i fi ca tion sys tem will be a big chal lenge [14]. Al -
though UK-Nor way Ini tia tive [19] opens the pos si bil -
ity of de vel op ing such a sys tem by mul ti ple coun tries
(with or with out nu clear weap ons), there are still many 
ob sta cles to over come in the prac ti cal un der tak ing.

SUM MARY

In this work, a new nu clear war head ver i fi ca tion
sys tem and pro to col based on NAA is pro posed, in
con junc tion with phys i cal shield ing tech nol ogy to en -
crypt the en ergy and prop a ga tion path in for ma tion of
the out go ing par ti cles in the phys i cal do main. To dem -
on strate the fea si bil ity of the sys tem, three typ i cal
forg ery cases are sim u lated, and the sta bil ity of the
sys tem un der dif fer ent noise lev els is cer ti fied. It is
ver i fied to de tect cheat ing sce nar ios of dif fer ent iso -
tope ra tios, re moval, and size change readily with out
re veal ing sen si tive in for ma tion about the in spected
items. In the pres ent work, the ap proach pro posed can
also be ap plied to the ver i fi ca tion of en crypted per -
sonal data in sit u a tions such as biometrics, clas si fied
equip ment iden ti fi ca tion, or other tasks in volv ing cus -
tom ized ra di a tion-based ver i fi ca tion.
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\ing-Hua HE, Sjao-Suo HE, Tjen LI, Kaj-Kaj LU, [eng-Kaj VANG,
Sjao-Min DOU, Sjao-Tao HE

VERIFIKOVAWE  NUKLEARNOG  RAZORU@AWA  ZASNOVANO  NA  (n, g)
REAKCIJI  KORI[]EWEM  TEHNOLOGIJE  FIZI^KOG  [IFROVAWA

Da bismo smawili rizik od curewa poverqivih informacija pri kontroli nuklearnog
naoru`awa, predla`emo novi koncept inspekcije kontrole naoru`awa zasnovan na analizi
neutronske aktivacije u sprezi sa tehnologijom fizi~ke za{tite ‡ da bi se izmenila energija i
putawa {irewa odlaznih ~estica u fizi~kom prostoru. Pouzdanost i sigurnost ovog koncepta
overavawa demonstrirani su kori{}ewem Monte Karlo simulacija. Ispostavilo se da koncept
mo`e lako da identifikuje izotopske prevare i dve tipi~ne geometrijske varke bez otkrivawa
osetqivih informacija o pregledanim predmetima.

Kqu~ne re~i: verifikovawe nuklearnog razoru`awa, radiografsko {ifrovawe,
                         Monte Karlo simulacija


